& __+
b ¢

INVIXIUM

IXM WEB Integration with
OnGuard by LenelS2

Installation Instructions

V5.0

1 P/N XAD-TPI-003-05G



& _."
b4

INVIXIUM

Table of Contents

1.

10.

11.

12.

T Lo X0 11 L] £ o o 9
PUIMDOSE ...t ettt e e e s et et e e e 4 et e et e e e o e e e e e e e e o e e e e e e e s e e e e e e e e e 9
DTt od 1] o1 1 o] o HO OO UP PP PPPPPPON 9
o] (0] 0141 11 PP UPPPPPPPRTRT 9
(=1 (o Y =T o] o] o o O PP P PP P PPPPUPRRN 10
(70 0.0 o= 101 o 11 111U 11
INVIXIUM REAUEIS ..ottt ettt et e oo e bttt e e e e e s s e bbb ettt e e e s e s a b bee e e e e e e e s e annbbaeeeeeeeeaanbnbnenaaaeseanns 11
SOfWAIE REGQUITEIMENTS.....eiiiiti ettt e et e e ettt e e st b e e e e sabe e e e e sabb e e e e sabbeeeesabbeeeeanbaeeeesnbneeeeans 11
Other REQUITEMENIS ... .o 12
Compatibility Matrix for IXM WEB & OnGuard INtegration: ..........ccooieieieie i 12
(O 1= T o8 4 TS 13
TASK LISt SUMIMAIY ..ooiiiiiiii i e e e e et e e e e e e e e e e ettt a e e e eaaeeeassta e s eeaeeesereeannans 14
Prerequisites for Installing Invixium IXM WEB Software ... 15
Getting an IXM WEB aCHIVALION KEY .......cii ittt n s e a e e e aa e e e 15
Minor Checklist and CONSIAEIALIONS .......c.ieeiiiiiiiiiiie et e e e e e e e s s st e e e e e e s s sanbaeeeeaeeesaannereeeeaaeeeannns 17
INSTAIlING IXM WEB ... .. e ettt e e s e e e e e e e et et e e e e e e e e e e sabtaaaeaeeaes 18
SOWAIE INSTAIATION ....ceiiiiiie ettt e e ettt e e e e e s bbbt e e e e e e e e sanbebeeeeeeeeaannbnnneeaaeas 18
Configuring Email Settings USING IXMWEB ..., 30
= PV IS Y= ua [ gL I @ alTe U= 1o o 1R 30
Software and ModUIE ACTIVALION .....u.ii e e e e e e e e e e e e eaeennes 34
IXIM WEB ACHVALION ...ttt ettt e e oo ettt et e e 2o e s ab bbbt e e e e e e e s abbba e e e e e e e e aanbnbeeeeaaeeeanns 34
OnGuard by LenelS2 Module ACHIVALION ............cooi i 37
Configuring IXM Link for OnGuard by LenelS2..........ooooriiiiii 40
Create API System Users for Biometric Enrollment ..., 45
Creating API System Users for Biometric ENrollMent...........ccuiiiiiiiiiiiiiii et 45
Configure Readers in ONGUAIT . ........ii e e et a e e e e e e e eeaat e e e e e e e e eeeeennnans 48
Add and Configure INVIXiUM REAAEIS ........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeaaeeee bbb eeeeeeeennnees 58

2 P/N XAD-TPI-003-05G



v

INVIXIUM

Adding Invixium Readers in the IXM WEB appliCation ............coocuiiiiiiiiiiiiie e 58
.Adding InViXium DeViCe 10 @ DEVICE GIOUP ..uuueiiieeieiieiiiiiie e e ee et e e e e e e e e ettt s e e e e e e aaraeans 61
Assign Wiegand tO INVIXIUM REAUELS ........coiiiiiiiiiie et ee e e e s st e e e e s s st e e e e e e s s saatataeeeeaeessanrnraeeeaaessaanns 62
Configuring Panel Feedback With LENEI ...........ooo it 65
(O] a1 1o 8T gTaTo I I 21T €0 = URST= 1 ] o TSRS 67
LI 0T UN O 11 o] = L1 o I PSPPSR 70
TSt CaliDratioN OPtIONS. ... .eeiii ittt et s et e s ek et e e ek et e e sk b et e e ans et e e anbe e e e enbeeeeeneee 73
Change Temperature UNIt SEIHNGS ...ccoooie oo a e s e e e s n s e s e e e e e aeaaaa s 74
Configuring Mask AUthentiCation SEHINGS .....cccieii oo 76
Pre-Configuration for ENFOIIMENT ...t e e e e e abr e e e e aeee 79
. Enrollment from LenelS2 System Administration .........cccoooeoeiiiiiiiiiii e 86
Biometric Enroliment from the OnGuard Enrollment Add-On ...........ouuiiiiieiiiiiiiieece e 88
Access Rules Configuration from the OnGuard Enrollment Add-ON..........ooociiiiiiieiiiiiiiee e 94
Save User Records on Cards from the OnGuard Enrollment Add-On ..o 96
CENFOIMENt BeSt PraCliCeS ...coiiiiiiiiiiei et e et s e e e e e e e et r e e e e e e e e eeeeaan s 97
Fingerprint ENrolImMeEnt BESt PraCliCES. .. .uuuuuuiuiiiiiiiiiiiiititieieisieierareeeierererererererererererererersrererersrsrsrsrsrsrnrnrnsnsnnnnnnes 97
YA\VZoT(o i =doTo] gl T aTo [T g o] | A @Fo] o 111 o] o £ P 97
FINQErprint IMage SAMPIES .....coo ittt e e st e e e s bt e e e st be e e e e et b e e e e anbr e e e e anbneeeeanee 98
Fingerprint IMaging DO'S @Nd DON'S ... ...uuuuiuiiiiiiiiiiiiieieieieiereeereere e e e rs et rersrarerersrssnrnrnrnrnnnnnnes 99
Finger Vein ENrollMent BESE PraCliCES .........uuuuuuuuiiieiriiieitieieisisieisisinrsrsrersrsrsrereersererees..—..——.—————————. 100
Face ENrolImMent BESt PraCtiCeS .......ouuiiiiiiieie it e e ettt e e e e e st e e e e e e s e ettt e e e e e e s s annntaeeneaeeeeeannnsnneneeeens 101
.Send Logical EVENtS 10 ONGUANT .....coooiiiiiiiiiiei et e e et e e e e e e e e eareaaas 102
. Configure Custom PIN Fields in ONGUArd ...........cooooiiiiiiiiiiiii 112
AN o] o 1= [ 1 R PPOPPR 116
Pushing Configuration to Multiple INVIXiUM REAUEIS .......ccoiuiiiiiiiiiie et 116
Configuring fOr OSDP CONNECHION .....cciitiiiieiiiiie ettt rab et e e bbb e e e s nba e e e s aanbe e e e sanneeas 119
RVAY T o = U [o I =T 1 a1 = 4T o I PSP 125
LT T o O PR PPT PP 126
LUV TTo =T g To I @] o] o =Tl 1 o] o I PO RPPUPPR 128
Wiegand Connection With Panel FEEADACK ...........cooiiiiiiiiiii e e e 129
(@ 15T = @] o 1= o3 1 o] o S 129
B I o101 o] =] o o Yo {1 o [T 130
Reader Offline from the IXM WEB DashDOArd ............cooiiiiiiiiiiiii e 130

3 P/N XAD-TPI-003-05G



v

INVIXIUM

Elevated Body Temperature Denied Access but Granted Access in ONGUArd...........coovcuveiiieeeeeiniciiiieeeeenn. 133
Logs iN IXM WEB APPICALION .......eeeiiiiiiiiei ittt ettt e e st e e e st e e e e st e e e e sbbeeeesbneeeean 134
240 TR o o 1 1 S PP 136
21. Disclaimer and ReSTIICTIONS ...t e e e e e e e eatt i a e e e e e e e e eeeeennaaaeeeaeas 136

List of Figures

Figure 1: IXM WEB Online REQUESE FOIM......c.ooiiiiiiiii it e et e e e e e e ee s 15
Figure 2: Sample Email After Submitting Online Request FOrm ..., 16
Figure 3: IXM WEB INSTAUIET ........cc e e e e e et e e e e e e e earreaa s 18
Figure 4: Advanced Option in IXM WEB INStaller..........cooo oo 19
Figure 5: IXM WEB INSTAllAtioN .........ooouiiiiiii e e et e e e e e e e rr s 21
Figure 6: IXM WEB Installation COMPIEted ...........ccooeiiieiieeeeeeeeee e 22
Figure 7: IXM WEB Icon - DeSKIOP ShOMCUL ..........uuuiiiii it 23
Figure 8: IXM WEB Database CONfIQUIALION ..........ccooiiieiiieeeeeeeeeee e 23
Figure 9: SQL Database CoNfigUIAtioN ..........ccioiiiiiiiiii et e e e e e e e e e e e eerraaaaas 24
Figure 10: IXM WEB Database NamMIE.......ccoooiieiieeeeeeeee e 25
Figure 11: IXM WEB Administrator User Configuration ............cccooiiieiiiiiiiiiiiie e 26
Figure 12: Save Database CONfIQUIALION .........coooiiieeeeeeeee e 28
Figure 13: IXM WEB LOGIN PAQE .....cooiiiiiii ittt e e e e e et e e e e e e e e e eeraaaa s 29
Figure 14: Configure EMAIL ......ccoooiooeeeeeeeeeeeee e 30
Figure 15: IXM WEB - SMTP SEHINGS. ...uuiiiiieiiiiiiiieis e e et e e e e e e e et e s e e e e e e e earraaanaes 31
Figure 16: IXM WEB - Save Email SEiNGS ......ccooiieieeeeeeeeeeeee e 32
Figure 17: IXM WEB - TSt CONNECHION ... e e e e e e e e e er e 32
Figure 18: IXM WEB - Enter EMail 1D ......coooiiieeeeeeee e 33
Figure 19: IXM WEB - FOrgot PAsSSWOId ...........ooiiiiiiiiii it e e e e e 33
Figure 20: IXM WEB - Enter Login CredentialS ..........cooooiieeeieeeeeeeeeeeeeeee e 34
Figure 21: IXM WEB - LICENSE SEIUP.....uuiiieeeee ettt e e e e e e e e e e e eaetn e e e e e e e e e eeenennannns 35
Figure 22: IXM WEB - ONliNe ACHVALION........ccoiieieeeeeeeeee e 36
Figure 23: IXM WEB — OnGuard by LenelS2 Link ACtivation ..............coouuuiiiiiiiiiiiiee e 37
Figure 24: OnGuard License KeY EMAl........ccooiii oo 38
Figure 25: IXM WEB - Activate LenelS2 Link LICENSE .........couuuuiiiiiiieeieeiiee e 39
Figure 26: XM WEB - LINK IMENU ......coiiiiieeeeeeeeeee e 40

4 P/N XAD-TPI-003-05G


file:///C:/Users/athakkar/Documents/My%20Projects/Integration%20Documents/IXM%20WEB%20Integration%20with%20OnGuard%20by%20LenelS2%20Installation%20Instructions.docx%23_Toc138435326

X

INVIXIUM

Figure 27: IXM WEB - Enable Lene-S2 LINK MOAUIE..........coooiiieeeeeeee e 41
Figure 28: IXM WEB - Map Access Level to USEr GIrOUP .......uuuuieiieeeeiiiiiiiiiies e e et e e e e eeeneaas 42
Figure 29: IXM WEB - AUO TranSfer NO ......ccooieeieeeeee e 42
Figure 30: IXM WEB - AULO TranS el YES......cci it e e e e e e e e e e n s 42
Figure 31: IXM WEB - SYNC ACHVILIES .....ccoeiiieeeeee oo 43
Figure 32: IXM WEB - Create APL USEI .......cc oottt e e et e e e e e e e eeraaa s 45
Figure 33: IXM WEB - Add NEW APL USET ... 46
Figure 34: IXM WEB - NEW APL USEN ......uiiii ettt e e e e e ettt s e e e e e e e e eraaaan s 47
Figure 35: IXM WEB - SAVE API USET ... .o 47
Figure 36: ONGUArd - ACCESS PANEI .......uiiii i e e e e e s 48
Figure 37: OnGuard - Add ACCESS PaNEl ........ccoooiiiieeeeeeeeeeee e 49
Figure 38: OnGuard - Readers and DOOIS ..........cuuuiiiiiie e e et e e et e e e e e e earrraaas 50
Figure 39: OnGuard - Add NEW REAUET .......ccoieeeeeeeeeee e 50
Figure 40: OnGuard - Reader Configuration ............ccoiieeiiiiiiiiiiiie e e e e e eer s 51
Figure 41: OnGuard — FaCIlity COUE........ccooiiieeeeeeeeee e 52
Figure 42: ONGUArd - ACCESS LEVEL.....uuuuiii it e et e e e e e e e e e s s 53
Figure 43: OnGuard - Add NeW ACCESS LEVEL.......ccooeeeeeeeeeee e 54
Figure 44: OnGuard - Add Reader t0 ACCESS LEVEI .......cooiiiiiiiiii e 55
Figure 45: OnGuard - Access Level ConfigUIation ...........ooooeeeeoeeeeeeeeeeeeeee e 56
Figure 46: OnGuard - NeW ACCESS LEVEL ...t 57
Figure 47: IXM WEB - DEVICES TaD ..o 58
Figure 48: IXM WEB - Search Device using [P AdAress .........ccceeiieiiiiiiiiiiiiie e 58
Figure 49: IXM WEB - REQISIEIr DEVICE .......cooieeeeeeeeeeee e 59
Figure 50: IXM WEB - Device Registration COMPIEte ............uuuiiiiiiiiiiiiice e 60
Figure 51: IXM WEB - Dashboard, DeVICe STAtUS .........cceviieeiiiiiiiie e eee et e e et e e e e e eeeneens 60
Figure 52: IXM WEB - ASSIgN DEVICE GIOUP ......ccuuiuiiiiiieeeiieeiiiiie e e e e ee e eeettie e s e e e e e e e e et e s s e e e e e e eerraaaans 61
Figure 53: IXM WEB — Navigate to Access Control Tab ... 62
Figure 54: IXM WEB - Wiegand OULPUL.........ccoiiiiiiiiiiii et e e e e e e eaat e s e e e e e e eeanaaanaaes 63
Figure 55: IXM WEB - Save OUtput WIEQaNd..........cooiieeeeeeeeee e 64
Figure 56: IXM WEB - Panel FEEADACK............oooiiiiiiii e e 65
Figure 57: IXM WEB - Configuring Panel Feedback in IXM WEB............ccooooiiiiiii, 66
Figure 58: IXM WEB - Save Panel Feedback............cooo e 66
Figure 59: IXM WEB - Thermal SEttNGS .....ccoooiieoeeeeeeeee e 67
Figure 60: IXM WEB - Save Thermal Settings ........uuiii i 69
Figure 61: IXM WEB - Thermal Calibration Settings..........coooeeiieieieeeeeeeeeeeeeeeeeee e 70
Figure 62: IXM WEB - Save Thermal Calibration Settings...........ccooeeiiiiiiiiiiiie e 71
Figure 63: IXM WEB - Capture Thermal Data ...........ccoooeiieiiieieeeeeeeeeeeeeeeeeeeee e 71

5 P/N XAD-TPI-003-05G



X

INVIXIUM

Figure 64: IXM WEB - Save Captured Thermal Data ............cccooeeiiiiieieeeeeeeeeeeeeeeeeeeeeeee e 72
Figure 65: IXM WEB - Test Thermal Calibration .............ccooovuiiiiiiii e 73
Figure 66: IXM WEB - Option to change Temperature UNit. ..........coooeeeeieeieeieeeeeeeeeeeeeee e 74
Figure 67: IXM WEB - Save Temperature Unit SEttiNG...........cuuiiiiiiieeiiiiiiiies e 75
Figure 68: IXM WEB - Mask Authentication Settings...........coooooiiiieiieee e 76
Figure 69: IXM WEB - Save Mask SettiNgS........ccuuiuiiiiiie it e e s e e e e e e aaraaaas 78
Figure 70: IXM WEB - Download Enrollment Add-On ..o 79
Figure 71: IXM WEB - Download Add-ON Zip File.........ccooiiiiiiiiii e 79
Figure 72: IXM WEB - OnGuard Add-On Enrollment.eXe .........ccooveiiieiee e 80
Figure 73: ONGUArd - WOIKSTALION .......uuuiiiiice st e e e e e e e e s e e e e e e e e earraaa s 80
Figure 74: OnGuard - Modify WOTIKSTAtION .........cooiiieeeeeee e 81
Figure 75: ONGuard - PartnNer CONNECION..........oviiiiiiii et e e e e e e e s e e e e e e e eerraaaaaes 82
Figure 76: ONGUArd - AQd UDF ... 83
Figure 77: OnGuard - Add Partner CONNECION.........uuiiiieeeiieeeiiiiee e e e e e e eeetre s e e e e e e e e e e e e e e e e e e easrraaaes 84
Figure 78: ONGUArd - ENFOll BULION........ccooeiieeeeeeeeeeeee e 85
Figure 79: OnNGuard - CIICK ENFOIl...........uiiiii e e e e e e e e e 86
Figure 80: OnGuard - Enrollment Add-on Configuration............coooeeeeeooioeeeeeeeeeeee e 87
Figure 81: OnGuard — Fingerprint Device SeleCtion............couuiiiiiii e 88
Figure 82: OnGuard - Fingerprint ENrollment ... 89
Figure 83: OnGuard - Face ENrOIMENT .........ccooiiiiiiiii e e e e e e e e e eraaaas 90
Figure 84: OnGuard — Finger Vein Device Selection...........cooooi oo 91
Figure 85: OnGuard — Finger Vein ENrolImMent ..........coi oo 92
Figure 86: OnGuard — IXM WEB Save Enrollment..........ccoooiiiiioioe e 93
Figure 87: OnGuard — IXM WEB Save Access Rules SettingsS...........ooouviiiiiiiiiiiiceeieee e, 95
Figure 88: OnGuard - IXM WEB Save User Record on Card ...........coooooeeiiiiiiieeeieeeeeeeeeeeeeeeeeeeeeeee 96
Figure 89: OnGuard — IXM WEB User Record Saved on Card .............covviieiiieeiiiiiiiiicie e 96
Figure 90: Fingerprint ENroliment BESt PracCliCeS ........ccooeeeieeeeeeeee e 97
Figure 91: Fingerprint IMAages SAMPIES ......ooi i e e e e e e e e e e e e 98
Figure 92: Finger Vein Enroliment Best PractiCes .........coooooeiiei oo 100
Figure 93: Face Enrollment BESt PracCtiCES ..........uuuiiiiiiiiiiieci ettt e e 101
Figure 94: OnGuard - Add New LOGICal SOUICE .......ccoiiiieeeeeeeeee e 102
Figure 95: ONGUArd — LOGICAl SOUICE.......coieeiiieeiiiiiee e e e e e ettt e e e e e e e eeeeenanas 103
Figure 96: OnGuard - Add New LOGICal SOUICE ......ccooeeieieeeeeeeeeeeeee e 104
Figure 97: OnGuard - Save LOQICal SOUICE .......oouiiiiiii e e e e 105
Figure 98: OnGuard - Logical SOUrce MONItOr ZONE........ccooeeeieieeeeeeeeee e 106
Figure 99: OnGuard - LogiCal SOUICES LIST .......ceiiiiiiiiie et e e e e 106
Figure 100: OnGuard - LOGICAl DEVICE .......ccooeieeeeeeeeeee e 107

6 P/N XAD-TPI-003-05G



X

INVIXIUM

Figure 101:
Figure 102:
Figure 103:
Figure 104:
Figure 105:
Figure 106:
Figure 107:
Figure 108:
Figure 109:
Figure 110:
Figure 111:
Figure 112:
Figure 113:
Figure 114:
Figure 115:
Figure 116:
Figure 117:
Figure 118:
Figure 119:
Figure 120:
Figure 121:
Figure 122:
Figure 123:
Figure 124:
Figure 125:
Figure 126:
Figure 127:
Figure 128:
Figure 129:
Figure 130:
Figure 131:
Figure 132:
Figure 133:
Figure 134:
Figure 135:
Figure 136:
Figure 137:

OnGuard - Logical Device ConfiguIation ..........ccooeoeeoeeoeeee e 108
OnGuard - Save LOgICal DEVICE..........cuuiiiiii et e e e e aaanees 109
ONnGuard - LOGICal DEVICES LiSt......ccoieiieieeieee e 110
OnGuard - Mask and Thermal EVENES .......ccooooiio oo 110
OnGuard - VieW ASSOCIAtEA TEXL .......eeeiiiiiiieeeee e e e e e ettt e e e e e e e eeaeia s e e eeeeeeenene 111
ONGuUArd - VieW ASSOCIAIEA TEXL ....ccieiieieeieeie e 111
ONGUANd - CUSEOM PN . r s e e e ettt a s e e e e e eeeeaeenaaaeeeeaeeanenes 112
OnGuard - Badge CUSIOM PiN ......cooiiiiiiiiiii e e e e et e e e e e eaannes 112
OnGuard - Add NUMETIC FIeI.......ccoii e e e e e eeeeees 113
OnGuard - Design NUmMeric Field ... e 113
OnGuard - Save NUMENC FIeld .........ooooiiiiii e e e e eaaeees 114
ONGUAId - A LAl ... 114
ONGUANd - SAVE LADEI ...t a e aaane 115
OnGuard - IXM WEB CUSIOM PiN ... 115
IXM WEB - BroadCast OPtiON.........ccuiiiiiiiiiiiiiiiiiiiiiiiiiiiieete ettt e ettt 116
IXM WEB - Wiegand Output Selection in Broadcast..............ccoovvviiiiiiiiieceecciiee e, 116
IXM WEB - Broadcast Wiegand Output SettingS ...........cevvviiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee 117
IXM WEB - BroadCast t0 DEVICES........cuuiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeees 118
IXM WEB - OSDP SEINGS ..oeiviiiiiiiiiiiiiiiiiiieeeeeeeeeeeet ettt e e e e e e e aaeaeaeeaeaaaaaaaaeaees 119
IXM WEB - SAVe OSDP SELHNGS ..uuuiiiieeeiiiiiiices et e e e e e 122
IXM WEB - EQIt DEVICE ...covunieiiiiiie ettt e et e e et s e e e et e e e e et e e e e araaaeaens 122
IXM WEB - Edit DEVICE OPLIONS ...uuuuiiieeeiieeiiiiee ettt e et e e e e e e anaae e e e e 123
OnGuard - Add OSDP REAUET ......cccoiieeeiiieee et e e et e e e e e eaaeee 123
ONGUAId - OSDP REAUET ...t 124
IXM WEB - Disable Panel FeedbackK...............coiiiiiiiiiiiiiiis e 124
Earth Ground WIrNG ....ue. e e e e e e e e e e e et e e e e 125
IXM TITAN — Top & Bottom Connector WiriNg ..........eevvvvveeiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeee 126
Power, Wiegand & OSDP WIIES .....ciii it e e et e e 127
D I I AN AV Y =T - Vg o 128
IXM TITAN - Panel FEEUDACK .........ccuviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee et 129
IXM TITAN - OSDP CONNECLIONS ....uiiiieeiiieiiiiiiee e e e e e ettt s s e e e e e eeaeta s s e e e e e e eeaneennaaaeaaees 129
IXM WEB - Device Communication SEttNGS .....ccoeeeiiieiiiiiiaie e 130
IXM WEB - Server URL SetliNg.......ccuuuiiiiiiiiiiiiiiiiiiiiiiiiieieieeeeeeeeeee ettt 131
IXM WEB - Server URL Setting from General Settings ..........ccovveeuiiiiniieeeeeeeiiiee e 132
IXM WEB - Thermal Authentication Wiegand Output EVent ...........ccccccvvvvvviiiiiiiiiiinnnnn. 133
IXM WEB - ENADIE DEVICE LOGS .. uuiiiiieeieiiiiiiiae e et e e e e e e e e 134
SaVE DEVICE LOQG Fl ... 134

P/N XAD-TPI-003-05G



INVIXIUM

List of Tables

Table 1:
Table 2:
Table 3:
Table 4:
Table 5:
Table 6:
Table 7:

Compatibility Matrix for IXM WEB & ONGUAIT...........ccooiiiiiiieeeeeeeeeeeeeeeeeeee e 12
TASK LISt SUMIMAIY ...eeviiiiiiie e e e e e ettt e e e e e e e e e e et aa e s e e aeeeeaattaaaeaaeeeeesnnnes 14
System Related ChecCkKIiSt ...........ooooiiiii 17
POt INFOIMELION ...ttt e e e e e a e e e e e e 17
IXM WEB - OSDP Configuration OPLiONS ............uuueuuuieiiiiiiiiiiiiiiiiniiinneninennnennnnnnennenneeeenennnes 121
IXM WEB - OSDP TeXt OPUONS .....ceiiiieiiiiies e et e ettt e e e e e e e e e e et e e e e e e e eeereaaaanas 121
L OGS FOIAEI LOCALION. ...ttt 135

8 P/N XAD-TPI-003-05G



INVIXIUM

1. Introduction

Purpose

This document outlines the process of configuring the software integration between OnGuard by
LenelS2 and Invixium’s IXM WEB.

Description

IXM Link, a licensed module in IXM WEB, is required to synchronize the user database between IXM
WEB (where biometric enrollment for users is performed) and LenelS2 OnGuard Software (where
access rules for the users and the organization are managed).

Note: To activate IXM Link within IXM WEB, the installer must contact Invixium Support at
support@invixium.com to obtain the activation key.

The following sections will describe how to set up and configure IXM Link to keep IXM WEB users in
sync with OnGuard by using “Open Access API” to import and export cardholders.

Acronyms

Acronym Description

API Application Programming Interface
IXM Invixium

LS2 LenelS2

OAAP OpenAccess Alliance Program

9 P/N XAD-TPI-003-05G
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Field Mappings

The following are the OnGuard fields that are mapped to IXM WEB:

OnGuard
Field

First name

Last name

Badge ID
(Badge)
Issue
Code
(Badge)
Activate
(Badge)
Deactivate
(Badge)

Status
(Badge)

<<Custom
Field>>

Photo

Access Levels

IXM Field

First Name

Last Name

Number (Card)

Issue Level (Card)

Activation Date (Card)

Expiry Date (Card)

Status (Card)

Pin

Photo

Employee Group /
Device Group / Sync
Group

Notes

This is mandatory for adding users to IXM WEB

from OnGuard.

This is mandatory for adding users to IXM
WEB from OnGuard.

Cards with “Active” status in OnGuard are
only synchronized to IXM WEB. In case of
other status, cards will be deleted from IXM
WEB

To synchronize PINs from OnGuard to IXM
WEB, users have to configure a custom field
in OnGuard and provide the name of the
custom field on the IXM Link configuration

page.

Setting Map Access Group to YES in
configuration will create an employee group,
device group, and sync group in IXM WEB.
Further employees imported with respective
Access Levels from OnGuard will be
automatically added to the employee group
in IXM WEB.

O Note: Multiple Cards - OnGuard can have multiple badges (cards) per cardholder, and IXM WEB

supports a maximum of 10 cards per employee.

10 P/N XAD-TPI-003-05G
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2. Compatibility
Invixium Readers
TITAN TFACE

All models All models

TOUCH2

All models

SENSE?2 MERGE2 MYCRO

All models All models All models

@ Note: Invixium devices with the OnGuard category will only be registered in IXM WEB if they have the

OnGuard license activated.

Software Requirements

Application
OnGuard

IXM WEB
Operating Systems

Microsoft .NET Framework
Database Engine

Internet Information Services
(1S)
Web Browser

Version

v7.6/v8.0

2.3.0.0

Windows Server 2008 R2 SP1
Windows Server 2012

Windows Server 2012 R2
Windows 10 Professional Version
Windows Server 2016 Standard
Windows Server 2019

.NET Framework 4.8

SQL Server 2014 or higher

Microsoft® Internet Information Services
version 7.5 or higher

Google Chrome

Mozilla Firefox

Microsoft Edge (Internet Explorer not
recommended)

11 P/N XAD-TPI-003-05G
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Other Requirements

Server 2.4 GHz Intel Pentium or higher
RAM 8 GB or higher
Networking 10/100Mbps Ethernet connections

@ Note: Server requirements mentioned are ideal for small to medium business installations.
For large enterprise installation server requirements, contact support@invixium.com.

Compatibility Matrix for IXM WEB & OnGuard Integration:

IXM WEB version OnGuard version Compatible
IXM WEB 2.2.57.0 V7.6 Yes
IXM WEB 2.2.57.0 v8.0 Yes
IXM WEB 2.2.224.0 V7.6 Yes
IXM WEB 2.2.224.0 v8.0 Yes
IXM WEB 2.2.230.0 v8.0 Yes
IXM WEB 2.2.252.0 v8.0 Yes
IXM WEB 2.2.252.0 v8.1 Yes
IXM WEB 2.2.330.0 v8.0 Yes
IXM WEB 2.2.330.0 v8.1 Yes
IXM WEB 2.3.0.0 v8.0 Yes
IXM WEB 2.3.0.0 v8.1 Yes

Table 1: Compatibility Matrix for IXM WEB & OnGuard
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3. Checklist
Item List Interface
Prerequisites for IXM WEB Installation Invixium
Installation of IXM WEB Invixium
Email Configuration in IXM WEB Invixium
IXM WEB and IXM Link Activation Invixium
Configure IXM Link for LenelS2 Invixium
Creation of API Users in IXM WEB Invixium
Configure Readers in OnGuard LenelS2
Configure Invixium Readers Invixium
Face, Fingerprint or Finger Vein Enrollment LenelS2
Configure Logical Events LenelS2
Configure Custom PINs (Optional) LenelS2

13 P/N XAD-TPI-003-05G
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4. Task List Summary

Task | IXM WEB Task List

OnGuard Task List

Activate IXM WEB and IXM Link for
1 | Lenels2 onGuard

Add a reader with the same name as an
IXM reader present in IXM WEB

2 | Configure IXM Link for OnGuard

Create an Access Level and add a reader
to it

Add a new API System User in IXM
WEB for enrollment

Create Cardholders, Assign Badges and
Assign Access Levels to cardholders

Register an IXM Device and
4 configure settings as per the
requirement

Configure Partner Connector Workstations
for Enrollment

Configure Weigand or OSDP
5 settings in device for integration
with Access Panels

Enroll cardholder biometrics (Face,
fingerprint, finger vein) from the enrollment
addon

Download the Add-on for enrollment

Add logical devices with the same name
as an IXM reader present in IXM WEB for

6 from the Link Configuration page Temperature and Mask Events using
OnGuard
7 Monitor Events and Generate Reports

Table 2: Task List Summary
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5. Prerequisites for Installing Invixium IXM WEB Software

Getting an IXM WEB activation key
Procedure

Complete the online form to receive instructions on how to download IXM WEB:
https://www.invixium.com/download-ixm-web/

IXM WEB Download and Activation

Fill out the details below to receive an email with steps to download, install and activate IXM WEB

Who are you?

@ Distributor
Access Control Panel Manufacturer
Installer/Integrator

End User

Customer Details
Please provide details of the End-User who has purchased Invixium biometric solutions and where they will be installed. The Activation License for IXM WEB will be
issued in their name and will provide them access to future upgrades and support

First Name* Last Name* Company Email*

Company Name* Select Country' ~ Phone Number*

Installer Details
Please provide details of the person and/or company responsible for installing IXM WEB at the aforementioned customer’s facility. The license key will be emailed to the
customer email ID as well as the email ID provided below.

First Name* Last Name* Company Email*
Company Name* Phone Number*

Street Address 1 Street Address 2 City*

State* Select Country* ~ Postal Code*

ECEETE

Figure 1: IXM WEB Online Request Form
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After submitting the completed form, an email will be sent with instructions from
support@invixium.com to the email ID specified in the form.

Please ensure to check the spam or junk folder.

See below for a sample email that includes instructions on how to download and install IXM WEB

along with your Activation ID.

Dear

Get the latest 1XM WEB package from the link below. Depending on your infernet speed, the dovnload will take approximately 15 minutes.

1. Do not updale if you are using XM SDKs, a custom firmware or a custom IXM WEE version. Conlact XM Support for more details.

2. After updating XM WEE, make sure all devices are firsl updaled o the latest firmuare before snralment. configuration or changing settings

3 For exisfing TITAN or TFACE users_ this update of IX

4. For new cuslomers, Microsoft SQL version 2014 will be installed along with 1XM WEB 2.2. For existing customers, please upgrade lo Microsoft SGL 2014 or higher before upgrading 1M WEE

XM

Activation 1D: LW-D4-G6-
Follow these steps to install or update XM WEB:

1. Download the 1XM WEB package
2. Extract the compressed files and copy IXM WEB. exe to required server

3. Install IXM WEB, open and creale a login

hew IXM WEE installafions require Activation. To activate IXM WEB, first open and create a login and then follow these steps
1. Onling Activation (Recommended) — Requires an active infernet connection
o Go lo Left Navigation Menu — LICENSE — IXM WEB.
o Select “Online” as activation Type. Enter your Activation ID and Click "activate’
o Your Activation 1D will be validated automatically and IXM WEB will be ready for use
2. Offling Activation - For servers that are offline.
¢ Go fo Left Navigation Menu — LICENSE — IXM WEB
© Select “Offline” as Activation Type. Enter your Activation ID and Click “request”.
© Copy the details that pop up and email them fo support@invixium.com
 Qur support team will send you an email with an Aclivation Key to activale DiM WEB.

¢ Once you receive the Activation Key, select the “Offline” as Activafion Type and enter the Activation Key Click Activate to start using IXM WEB

Enjoy the Experience!

EE raquires temporary internet connectivity to acesss Invixium servers for license validation. If connacting to the intemat is not possible at your pramisss. contact IXM Support for help.

Figure 2: Sample Email After Submitting Online Request Form

16
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Minor Checklist and Considerations

Use these tables to verify that you have conducted all required steps.

Other Minor Checklist

Windows Operating System needs to be up to date.

Windows Updates System updates should not be pending. If any update is
downloaded, you will have to restart the system to
complete the Windows update.

The person who is setting up the IXM WEB Installation

User Privileges should have full administrator rights.

Table 3: System Related Checklist

Port Assignment Port
Inbound HTTP Port 9108
TCP 1433
Port to communicate 9734
between IXM WEB &

Devices

Inbound Port 1255

LenelS2 Open Access | 8080
API Port

Table 4: Port Information
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6. Installing IXM WEB

Software Installation

Procedure

STEP 1

Run the IXM WEB installer (Run as administrator), then click Install. It will display a popup
window to accept the License Agreement.

1]

x,l’_|

b=
1

)

Install License

-3

& 2]

Advanced

1o
1

<
z

Figure 3: IXM WEB Installer
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STEP 2

Click ‘“Yes’ in the popup window. The IXM WEB installer will start a basic installation process.
STEP 3

By default, IXM WEB performs basic installation and installs software to the default location with the

default port number. If the user wants to, they can change the installation path and choose a port
number that communicates with the IIS server. Click Advance.

¥ IXM WEB X

/

Advanced Options

C:\Program Files (x86) \ Invixium m

9108

b7 25
V] Install SQL Server RN

. e Install
V] Install Certificates

Figure 4: Advanced Option in IXM WEB Installer

STEP 4
In the Advanced installation section, the user can change the following options:

¢ Installation Path: In basic installations, the default path is — “C:\Program Files

(x86)\Invixium”. By changing the path, users can determine the new physical path on the
machine where the IXM WEB package will be extracted.

P/N XAD-TPI-003-05G
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e Port Number: By default, the port number is “9108”. Users can change the port number that is
generally used to communicate between the WEB Server (Internet Information Services) and
IXM WEB.

¢ Install SQL Server: By default, this field is always selected. It means that IXM WEB will install
SQL Server 2014 Express Edition along with the IXM WEB application. Users can uncheck
this field if any other version of SQL Server will be used or if a different machine will be used as
a Database Server.

e Install Certificates: By default, the IXM WEB installer installs all the necessary certificates that
are used in SSL communication. It also installs specific certificates used for communication
when configured through the cloud. Users can uncheck this field to prevent IXM WEB from
installing all the necessary certificates. Invixium does not recommend deselecting this field.

STEP 5

Once the user completes the changes, click Install. IXM WEB packages will continue to install
on the machine, and it will display the progress when any component is installed in the
background.

P/N XAD-TPI-003-05G
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Installation In Progress
——

Figure 5: IXM WEB Installation

STEP 6

Once the installation process completes, the user can click Complete to finish.

P/N XAD-TPI-003-05G
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Oj 0l
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Complete

Advanced

Figure 6: IXM WEB Installation Completed
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STEP 7

The IXM WEB package will create a shortcut icon on the desktop after the process.

IXM WEB

Figure 7: IXM WEB Icon - Desktop Shortcut
STEP 8

Double click on the shortcut icon from the desktop to open IXM WEB in the default browser.
Users can also open a browser and run the IXM WEB application.

Configuring IXM WEB Database

Windows v IXM-LT-03\IXMWEB v

Figure 8: IXM WEB Database Configuration

STEP 9

IXM WEB will populate the default SQL Server name and SQL Server instance.

STEP 10

If the user wants to configure a database that is installed on another machine, then select the
‘SQL Server’ option from the Authentication field. By selecting the ‘SQL Server’ option, the

P/N XAD-TPI-003-05G
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user will have to add credentials (SQL User Name and Password) to connect to the Database
Server machine.

Configuring IXM WEB Database

SQL Server v IXM-LT-03\SQL2019 v

‘ dein[ ssesssccee

Figure 9: SQL Database Configuration

STEP 11

If a user wants to use the same database instance on the same machine, then click connect to verify if
the connection is established with the SQL Instance.

P/N XAD-TPI-003-05G
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STEP 12

Enter a new Database name if there is no previously set up database available.

Configuring IXM WEB Database

Authentication SQL Server Name

‘ Windows v ‘ IXM-LT-03\SQL2019

Database Name

‘ IXMDB

Figure 10: IXM WEB Database Name

STEP 13

Click Next.
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Configuring IXM WEB Database

Authentication SQL Server Name

Windows v ‘ ‘ IXM-LT-03\SQL2019

Database Name

IXMDB

CREATE ACCOUNT
INVIXIUM ID Password Very Weak

Confirm Password

Server URL Cloud Port

http://localhost:9108 ‘ 1255

Figure 11: IXM WEB Administrator User Configuration

STEP 14

Users can provide the necessary values to all the fields displayed under the ‘Create Account’
section.

STEP 15

The fields and their functions are mentioned below:

¢ Invixium ID: Users can add a username that will have all the rights to access any settings
within IXM WEB. This Invixium ID should have a minimum of 5 characters. This Invixium ID
configuration will have administrator rights.
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Password: The user can set a password. While typing the password, IXM WEB will also
display the strength of the entered value to determine how secure the password field is.
Confirm Password: Enter the password value once again. Users need to enter the same
password that they entered in the password field.

Email: Set an administrator email address, IXM WEB will use this email address in the future
in case the password needs to be reset, or to send any type of email notification.

Server URL: Users can set a Web URL or an IP Address on the machine where IXM WEB is
installed along with the port number. By default, the port number is 9108. Format:
http://IP_IXMServer:9108

Cloud Port: If a user wants to configure the devices over WEB Cloud, then a specific port
number needs to be mentioned in the Cloud Port field. By default, the Cloud Port value is
1255.

P/N XAD-TPI-003-05G
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STEP 16

Once the user is done providing all the values, click Save.

Configuring IXM WEB Database
SQL Sorver Namo
Windows DXM-LT-03\SQL2019
Databaso Namo

CREATE ACCOUNT
INVIOUM 1D Password Medium

admin Ly

Confirm Possword

Sorvar URL

http//192168.0129108

Figure 12: Save Database Configuration
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STEP 17

Using the provided values, IXM WEB will create a database and, upon success, the user will be
redirected to the Login Page.

X

Login

Enter details below

Xt
XK Enter INVIXIUM ID

a Enter Password

] keep me Signed In

Configure Email English v

You are currently using a 30-Day TRIAL version. To Activate IXM WEB, go to
LICENSE -> Activate IXM WEB.

Figure 13: IXM WEB Login Page
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7. Configuring Email Settings Using IXM WEB

Configuring email settings is highly recommended as one of the first steps to perform after
installing the IXM WEB. Email configuration settings will help the adminto retrieve the password for
IXM WEB in case it is forgotten. In addition, having email settings configured also makes activation
and license key requests easier.

Email Setting Configuration

Procedure

STEP 1

Click Configure Email on the Login page.
OR

Expand the Left Navigation Pane - Navigate to Notification Settings = Email Configuration
- Click Manage Preferences.

X

Login
Enter details below

‘ M Enter INVIXIUM ID

‘ @ Enter Password

D Keep me Signed In

Configure Email ‘ English v

Figure 14: Configure Email
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STEP 2

Select ‘Enable Email Configuration’ and enter values for ‘SMTP Host,” ‘SMTP Port’ and ‘Send
email message from’ fields.

£# Email Configuration

Enablc Email Configuration

587

Figure 15: IXM WEB - SMTP Settings

@ Note: If Gmail/Yahoo/MSN etc. email servers are used for “SMTP Host”, then “SMTP Login” and
“SMTP Password” values need to be provided. Also in this case, “Secure Connection” needs to be
set to either SSL or SSL/StartTLS.
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STEP 3

After entering the values, click Save to save the SMTP Settings on the IXM WEB database.

o Email Configuration

Email settings saved

Figure 16: IXM WEB - Save Email Settings

To test the settings, Navigate to Notification Settings from the Left Navigation Pane - Go to Emall
Configuration = Click the Test Connection button on the right.

Ermnail Cenfiguration Email Alerts Push Notification Fire Zones Device Down Notification

SMTP Settings & Manage Preferences % Test Connection|

Enable Email Configuration SMTP Host SMTP Port Send email messages from Secure Connection SMTP Login SMTP Password
sseranae

Enobled smtpoffice365.com 587 hvadavia@invixium.com StartTLs hvadavia@invixium.com

Figure 17: IXM WEB - Test Connection
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Provide a valid email address. Click Send to send a test email.

% Email Configuration

Send test email to

Figure 18: IXM WEB - Enter Email ID

STEP 4

Once Email Configuration is completed, a Forgot Password link will appear on the Sign In page in
its place.

X

Login
Enter details below

‘ % Enter INVIXIUM ID

‘ @ Enter Password

[[] Keep me Signed In

Figure 19: IXM WEB - Forgot Password
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8. Software and Module Activation

IXM WEB Activation
Procedure

STEP 1

Log into IXM WEB.

X

Login

Enter details below

Configuro Emad English v

You ore Gurrently Using 0 J0- Doy TIAL verson 10 Activate (0M WILEL go to
UCENSE -» Activoto XV WEB

Figure 20: IXM WEB - Enter Login Credentials
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STEP 2

Select the License Tab and then select the IXM WEB module to request an activation key for
IXM WEB.

X ¥ 1Xm WEB

Invixium Access pvt Itd LICENSED MODULES

& ©® & P X B w3

41 video surveillance

IXM WEB Convert CREDENCEID  Data Adaptor 1XM API XM Health 1XM Mobilo XM Timo. Translato Visitors.

- Organization Hierarchy

IXM MOBILE FEATURES

B oo
"1 Notification Settings [‘a @ -
A E O] @
ol Link Srd (&l
Digital Card  Dynamic QR Card Facs Enroliment
=| License
- IXM LINK INTEGRATIONS
&3 Sync

5 General Settings

Schneider  @rmoeges  reEdap Qrdgovson | D owmermams SIEMENS  Feenics  WPaxton  @LENELS2  GLENELS2
f3;, Company Schedule
Access Expert Access It! AEOS Command Centre Control Center DNA Fusion Fusion Keep Net2 NetBox OnGuard
% Tools
- Honeywell Genetec SIEMENS SIEMENS R GALAXY Honeywell
B Reports
Pro-Watch Security Center SiPass siPort System Galaxy Win-Pak
System

Figure 21: IXM WEB - License Setup

STEP 3

Request an activation key online or via Offline Activation Options.

Note: The Activation ID is in the email you received when registering. If online activation fails,
check with your local IT department as the client may be blocked by your network.
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STEP 4

Once the system is activated, the Status will be displayed as Active.

N
&

IXM Web

Your current version of IXM Web is Active

Activation Date: 30/1/2022 Expiration Date: 30/12/2023

Activation Type

‘ Online

Activation ID

‘ Enter Key

Need Help? Contact customer support

Figure 22: IXM WEB - Online Activation
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OnGuard by LenelS2 Module Activation

The option to request an OnGuard License is available under the License tab.

STEP 1

Request a License.

STEP 2

From Home, expand the Left Navigation Pane, and go to the License tab. Click on OnGuard
(LenelS2).

¥ IXmM WEB

LICENSED MODULES

|8 &8 ® @ & 9 X B w3

o 0]
of
IXM WEB Convert CREDENCE ID Data Adapter IXM API IXM Health IXM Mobile IXM Time Translate Visitors
IXM MOBILE FEATURES
5 W g
=,
ue, &
” Digital Card Dynamic QR CardFace Enrollment
IXM LINK INTEGRATIONS
) ?}"?iqe" B rechnologios “inedap Q indigovtson Q weavre SIEMENS Feenics WPaxton € LENEL:S2
Access It! AEOS Command Centre Control Center DNA Fusion Fusion Keep Net2 NetBox
_ € LENEL:S2 Honeywell Generec SIEMENS SIEMENS G GALAXY Honeywell
oy
OnGuard Pro-Watch Security Center SiPass SiPort System Galaxy ~ Win-Pak

Figure 23: IXM WEB — OnGuard by LenelS2 Link Activation
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STEP 3

You will receive an email from Invixium Support with a license key for the OnGuard Activation.

From: Invixium Support

Sent: Thursday, September 30, 2021 11:59 AM
To:

Subject: RE: IXM LINK Activation key request

Dear [,

Greetings! Thanks for connecting with Invixium Technical Services Team!

Your license details are given below:
+ Module: Lenel

» License Key: XFUSUU-4VCV7J-596X6A UT9US3 FTDTTW-QIFEDU WPUFP9 SSY92F 8D0AYH-SFED0V]
MEEIVE|
To activate your IXM Link license, follow these steps:
. Open XM WEB and login
. Go to Left Navigation Menu => Click LICENSE tab
. Select the Lenel option
. Enter the License Key given above and click Activate.
We appreciate your kind support & patience.
Best Regards,

Invixium Technical Services Team

Contact US: +1 844 INVIXIUM (468 4943) Email: supporti@invixium.com
‘Work Hours: 12:004M to 5:00PM (Eastern Time) Skype invixium_support

This email and any atiachments may contain confidential and privileged information. If you have received this message in ermor, please notify us immediately and destroy
the matenial in its enfirety, whether electronic or hard copy. Also, please consider the environment before printing this email.

Figure 24: OnGuard License Key Email
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STEP 4

Copy and paste the License Key in the box provided, and then select Activate.

€ LENEL:S2

OnGuard

Integrate Employees between IXM WEB and OnGuard by LENEL-S2 for
easy management of users.

l Enter Key

v Activate

Need Help? Contact customer support

Figure 25: IXM WEB - Activate LenelS2 Link License

RESULT

IXM WEB is now licensed for use with OnGuard and configuration can now begin.
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9. Configuring IXM Link for OnGuard by LenelS2

Procedure
STEP 1
From the Left Navigation Pane = Link - click the red OnGuard (Lenel-S2) icon.

IXM WEB

Invixium Inc. - onGuard
Toronto Lenel-52

Keep

System Galaxy
Video Surveillance / -

Command

Organization Hierarchy (@) centre

Logs Security Center

Notification Settings
Pro-Watch

Link

NetBox

Figure 26: IXM WEB - Link Menu
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STEP 2

Toggle the Status switch to enable.

6 Lonel-s2

OnGuard mmg[]

WEB API URL
https://17216.254.40:8080/api/access/onguard/openacee

Map Access Level to User Group

Yes v ‘
Directory PIN Custom Field Name
<nternal> v OonGuardPin

Figure 27: IXM WEB - Enable Lene-S2 Link Module

STEP 3

SA seseeseen

Auto Transfer

No

Apply 2 Reset

Enter the OnGuard Open Access API URL. For example:
https://172.16.254.40:8080/api/access/onguard/openaccess/

STEP 4

Enter your Username and Password for accessing Open Access API.

STEP 5

Specify in seconds how often sync should take place.

STEP 6

Select Map Access Level to Employee Group.

41

Interval (sec)
30
Employee Group

Select value
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Yes: IXM WEB Employee Group, Device Group, and Sync Group will be created automatically with
one-one mapping of Employee Group and Device Group.

As per the OnGuard Access Level selected in the cardholder section, that cardholder will be
assigned to the IXM WEB Employee Group. It will be assigned to the Invixium devices mapped
with that Employee Group.

No: Cardholders won’t be assigned to any IXM WEB Employee group.

Yes v

Figure 28: IXM WEB - Map Access Level to User Group

STEP 7
Auto Transfer

No: Employees synchronized from OnGuard will not be automatically added to any of the
employee groups present in IXM WEB.

No v

Figure 29: IXM WEB - Auto Transfer No

Yes: On selecting ‘Yes’ for Auto Transfer, the employee group selection dropdown enables
displaying all the employee groups present in IXM WEB. All the employees synchronized from
OnGuard will be automatically added to the employee group selected on the Link Configuration
Page.

Yes v All Employees v

Figure 30: IXM WEB - Auto Transfer Yes
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STEP 8

Select the Directory to which the APl user belongs.

STEP 9

Copy the custom field name created for ‘PIN Number’ (refer to Configure Custom PIN Field in
OnGuard)

STEP 10
Click Apply.

After applying your changes, you should see items being updated on the screen below:

ACTIVITIES

Added 0 Added to IXM WEB 6 Last run at 17 May, 2022 4:03 PM
Updated 0 Updated in IXM WEB 0] Next run at 17 May, 2022 4:04 PM
Deleted 0 Deleted in IXM WEB o

Figure 31: IXM WEB - Sync Activities

STEP 11

Clicking Sync Now immediately starts synchronizing pending data. This is useful when you do not
want to wait until the next scheduled run shown by “Next Run At”.

STEP 12

If the sync direction is selected as OnGuard to IXM WEB (One-way sync) then the Sync All button
will get displayed.

43 P/N XAD-TPI-003-05G



INVIXIUM

STEP 13

The Sync All feature allows a re-sync of the database from OnGuard to IXM WEB. This will re-
import missing cardholders or updated cardholders from OnGuard to IXM WEB. Also, it will delete
IXM WEB employee records according to cardholders available in OnGuard.

RESULT

When data is synchronizing at the given interval, the numbers in view will change accordingly.
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10. Create API System Users for Biometric Enroliment

Creating API System Users for Biometric Enrollment

Procedure
STEP 1
Log into IXM WEB.

On the home page, expand the Left Navigation Pane = System. The application will redirect to
the System Users window.

* ¥ IXM WEB

Figure 32: IXM WEB - Create API User
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STEP 2

Click Add New API User.

Figure 33: IXM WEB - Add New API User

Creating an API user requires the following details:
e Invixium ID (User ID)
e Password
e Confirm Password
e Email address
e Status
e Permission for modules

STEP 3

Enter the Invixium ID and Password for the API user.
STEP 4

Add an email address.

Apply for permission as “All” in the Enrollment & Employee Access Rule module.
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# System Users

Enrollment

Employee Access Rule

INVIXIUM ID

‘ Enroll

Password

Medium

| | TR

Confirm Password

Status

Figure 34: IXM WEB - New API User

STEP 5
Click Save.

@ System Users

Sytem User saved

Figure 35: IXM WEB - Save API User
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11. Configure Readers in OnGuard

The following settings are needed in System Administration for using the ‘Map Access Level to
User Group’ feature.

Procedure
STEP 1

Open ‘System Administration’ - Click Access Control - Access Panels.

Access Panels...

Readers and Doors...
Alarm Panels...

Modems...

Timezones...
Access Levels..,

Command Keypad Ternplates...

Areas...
Groups..
Local I/Q...
Global /0.

EOL Resistor Configuration...

Destination Assurance...
Selective Cardholder Download...

Elevator Dispatching...

Figure 36: OnGuard - Access Panel
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STEP 2

Add a new panel as per your requirement from the following screen.

LNL-4420 |NL-3300 LNL-2220 LNL-2210 NGP  LNL-2000 LNL-100D LNL-500 HID  Other

=
Access Panel Workstation  Panel type MName:

| [~ Online

Location  Primary Connection  Secondary Connection  Options  Diagnostics  Notes

Waorkstation:

Address:
| e 0 T

Waorld time zone:

[ Daylight savings

< I >
- - [ Multiple Selection 0 of 0 zelected
<

iy Access Panels |

Figure 37: OnGuard - Add Access Panel

P/N XAD-TPI-003-05G



INVIXIUM

STEP 3

Click Access Control 2 Readers and Doors.

Access Panels...

Readers and Deoors...

Alarm Panels...
[E= Autharized O narm Fane

Timezones...
Access Levels...

Command Keypad Templates...

Areas...
Groups..
Departmen Local I/Q...
Global /0.
Divisiory EOL Resistor Configuration...
Destination Assurance...

Selective Cardhalder Download...

Location:

Elevator Dispatching...
|

Figure 38: OnGuard - Readers and Doors

STEP 4
Click on the Add button.

Access Panel  Reader Type Reader Output  Port  Address  Reader Number OSDP Address

< I ——
General Grouping  Settings  Cortrols Aux Outputs  Anti-Passback Command Programming  Notes
| Held Open Time:

tone | [
Stike Time: =
Extended Stke:| | B3

Pt [ERZIN addess[0 |2
0SDP
Gatewy | S PPatf0 | gl e Aekdress:

Addess
[] Atemate Reader Readerrumbec 0 | | [ o2

Primary
GET = Epe—
Strike:
e -

"] Do Not Activate Strike on REX

[ Cipher

oitie: [ [ Fist Card Unlock Keypadt Paited Reader

| Authenticated reader
["] Allow User Commands

[ Delet= [ Mukiple Selection 0 of U selected

Figure 39: OnGuard - Add New Reader
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STEP 5

Enter the following details:

Name: The name of the reader should be the same as the name of the Invixium device present
in IXM WEB, which will automatically add the Invixium device to the device group synced from
OnGuard when the ‘Map Access Level To User Group’ setting is enabled.

Panel: Select any of the existing OnGuard panels from the Panel dropdown.

Enter other mandatory details and Click OK.

=~ A
Reader Access Panel  Reader Type Reader Qutput Port  Address  Reader Number OSDP Address
<
General Grouping  Seftings Controls  Aux Qutputs  Anti-Passback Command Programming  Notes
Name: [IXM Ttan Held Open Time: 73| | Card Farmat Type
Parel: [ ML Panel - Edended Open: EAMagnetic Format  Magnetic
Strike Time: B Wiegand (64) Wiegand
T¥P=. | Onboard Reader - Extended Strike EiWiegand (72)  Wiegand
Qutput Wiegand / Prox » @Awiegand Format  Wiegand
Port: | Onboard Address: 0 =
= 0SDF
ij;er:g IP Port: |0 Baud rate Address:
[ Atemate Reader Reader number: EI : 0 :
Primary o
Reader Secure channel
Strke:
Reader Modes Cut off on Clase - Hevator
Online: | Card Only +| [ Biometric Verfy Track Floors
[ Cipher [ Do Not Activate Strike on REX
Offline: | Card Only ~ []First Card Unlock Keypad: Paired Reader:
[] Autherticated reader Mo Keypad >
[ Allow User Commands
Encrypted Communications Mode: ] Allow Intrusion Commands
Cancel Clear Help... £idd Mode Search Cloze v
A Readers and Doors |

Figure 40: OnGuard - Reader Configuration
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Note: Facility Code of the Card Format should be zero during Card Format configuration.

STEP 6

Card Format .
Bioscrypt (iCLASS)
Bioscrypt (MIFARE)
B Credential Agent
B HID Access Control (iCLASS)
ER IrisAccess (iCLASS)
Magnetic Format
EEINews4
[ SmartID (MIFARE)
B Wiegand (64)
EZlWiegand (72)

@ Wiegand Format

Figure 41:

Name: IWiegand Format

Typs:_Wegend

Facilty Code: |0

Badge Offset Number: |0

Total Number of Bits On Card:
Starting Bit:

Facilty Code:

Card Number:

Extended ID:

Number of Even Parity Bits:

Issue Code:

Number of Odd Parity Bits:

Modify Mode

[ Asset Format
] Reversed Bit Order
] Duress Format

Number of Bits:

OnGuard — Facility Code
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Click Access Control = Access Levels.

Access Panels...
Readers and Doors...
Alarm Panels...

Timezones...

Access Levels..,

Command Keypad Templates...

Areas...

Groups...

Local I/0...

Global I/O...

EOL Resistor Cenfiguration...
Destination Assurance...
Selective Cardhelder Downlead...

Elevator Dispatching...

Figure 42: OnGuard - Access Level
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STEP 7

Click on the Add button.

Access Levels  Hevator Cortrol  Access Groups  Permission Profiles

Access Level

Figure 43: OnGuard - Add New Access Level
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STEP 8

Define the Name of Access Level in the ‘Name’ field = Select ‘Reader’ and ‘Timezone’ - Add to

Access Level.

Access  User Commands

Readers to assign:

r
Readers

L4

El.. AccessPa
Mo LML Panel
>

Access Levels  Hevator Cortrol  Access Groups  Pemission Profiles

| Name: |Pd| Readers

-

Timezone to assign:

Timezones

@ Always
EVer

&

Readers

Sort by: Timezones h

Cancel

Clear Help...

Timezone/Elevator Ctrl  Accest

Show Simnilar...

Add Mode

B Access Levels

Figure 44: OnGuard - Add Reader to Access Level
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STEP 9

Click OK.

Access Levels  Flevator Control  Access Groups  Permission Profiles.

Name: |All Readers

Access  User Commands

Readers to assign:
=
Readers

El...
F0M Titan

Access Pa Readers

Mo  LNL Panel [ 10 Titan

Timezone/Elevator Ctrl  Access Panel  Elevator

Area
Always

LML Panel No

< I
Timezone to assign:
=
Timezones
#Atways
Tnever

< I
|| oK |I| Cancel H Clear || Help... ‘ ‘ Show Similar... ‘

B Access Levels

Add Mode

Figure 45: OnGuard - Access Level Configuration
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RESULT

An Access Level will be created and the reader will be assigned to the Access Level.

Access Levels  Elevator Control - Access Groups  Pemmission Profiles

Access Level Name: |All Readers
Al Readers

Access  User Commands

Readers Timezone/Elevator Ctrl Al
BE01XM Titan Always L

| Add | Modiy | | Delte | Hep. | 1 0f 1 selected

Figure 46: OnGuard - New Access Level
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12. Add and Configure Invixium Readers
Adding Invixium Readers in the IXM WEB application

@ Note: Only Invixium devices with the ‘Lenel OnGuard’ category can be registered in IXM WEB.
Procedure

STEP 1

From Home, click the Devices tab.

& C localhost

¥ IXM WEB

Figure 47: IXM WEB - Devices Tab

STEP 2

Select the Add Device button on the right-hand side of the page. Then select the Ethernet
Discovery option and add the reader’s IP in the start IP section. Click on Search to find the

device.

M 1XM WEB
Add Now Dovice
List Gn °
a =
@z o LR
/. l\ url Cl
1 Vin
N PR ol
- A 192 168 2 145 9734 sedrch on SSL m
| I b
= B T DEVICETO REGISTER [DISCOVERED DEVICES :1)

Figure 48: IXM WEB - Search Device using IP Address
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STEP 3

Once the device is found, click on it. Enter the following details:

e Device Name: The name of the device in IXM WEB should be exactly the same as the
name of the ‘Reader’ defined in ‘System Administration’. This will automatically add the
device to the device group in IXM WEB based on Access Level mapping in ‘System

Administration’.

e Device Group: Create a ‘Default’ device group and select it.

e Device Mode: Select device mode as ‘Entry’, ‘Exit’, or ‘Both’ (Based on requirement).

i
i Add New Device

GENERAL INFORMATION
Name

TS TITAN FPUS - EKIT o]

NETWORK INFORMATION

DHC 192.168.2145

° Discover w..... @ Register

1 \tcm(s) selected v

9734

STEP 4

Click Register.

Figure 49: IXM WEB - Register Device
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STEP 5

Once the device has successfully been registered, click Done.

[Z] Add New Device

° Discover wees @ Summary

° Device Registered

Device Informatian
Davice Name 0 serial Numbar Firmwara Varsion
TS TITAN FPUS - EKIT TITAN FPUS b3d587c04f 02.004,097.000

Transoction capacity User Capacity (iN) User Capacity (17)
1,000,000 100,000 500,000
Network Infermation

Comm Mode P Mode 1P Addrass Subnat Mask
Ethernet DHCP 1921682145 255.256.255.0

Gateway MAC D DNs
192168.21 70.83D5:87D0:4F 8088

© AddNew « Dona

Figure 50: IXM WEB - Device Registration Complete

Go to Dashboard, and confirm that the Device Status chart indicates that the reader is online
(i.e., hovering will tell you how many devices are online).

IXM WEB

Figure 51: IXM WEB - Dashboard, Device Status
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13. Adding Invixium Device to a Device Group

Note: Turn OFF the ‘Map Access Level To User Group’ setting from the Link Configuration page to
use this feature.

Procedure
STEP 1

Go to Devices - Groups.

Add the device from the Right Side panel to the respective Device Group.

1st Floor

8

Figure 52: IXM WEB - Assign Device Group
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Assign Wiegand to Invixium Readers

Note: Face and finger will always give a Wiegand output based on the initial card that was synced
from LenelS2 to Invixium.

The Standard 26 Bit Wiegand will be used to define which output format will be sent to OnGuard.

STEP 1

From Home - click the Devices tab. Select any device.

STEP 2

Navigate to the Access Control tab.

¥ IXM WEB

Dashboord

| fedb40s133
. "l'r?‘,‘:'.:_\" 0

Figure 53: IXM WEB — Navigate to Access Control Tab
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STEP 3

Scroll down and click on Wiegand Output and toggle the switch on the top right-hand side to
enable Wiegand Output for the device.

% wiegand Output ® ~

EVENTS

Actual Card - None
standard 26 bit v None
Standard 286 bit v None

IXM 82 bit Device $/N - Device Serial Number

puLse (MsEC)

N
40 : 2000

Figure 54: IXM WEB - Wiegand Output

ID types for Wiegand output are as follows:
1. Employee ID
2. Default Card
3. Actual Card

By default, Employee ID is selected in Wiegand Event.

As the Employee ID field is not available in OnGuard, select either Default Card or Actual Card.

Actual Card: when more than one card is assigned to the cardholder and you want to generate
Wiegand output data for the same card which is presented on Invixium Device.

Default Card: It will generate Wiegand output data for the default card marked in IXM WEB.

@ Note: For fingerprint and face access, default card Wiegand output data will be generated.
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STEP 4

Set the items:

Wiegand Actual Card

Identification 26 - bit

Verification 26 - bit
STEP 5
Click Apply.

@ Wiegand

Output Wiegand saved

Figure 55: IXM WEB - Save Output Wiegand

RESULT

The Wiegand Output settings of the device selected are now updated.

Note:

e If you have more devices, follow the next steps to copy all Wiegand settings to all devices
simultaneously. Note: This copies all Wiegand output settings. See Appendix for more
information.

o If the cardholder was assigned multiple cards, the first assigned card will be the ‘default’

selected card. The details of the card will be sent as the Wiegand bits input to OnGuard
Panel.
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Configuring Panel Feedback with Lenel

Procedure
STEP 1

Connect Wiegand Data DO of LenelS2 Panel with WDATA_OUTO of IXM device, Wiegand Data
D1 of LenelS2 Panel with WDATA_OUT1 & Wiegand Ground of LenelS2 Panel with WGND of the
IXM Device.

STEP 2
Connect the LED of LenelS2 Panel with ACP_LED1 of the IXM device.

STEP 3

On the Devices tab, select the required device and navigate to the Access Control tab. Scroll
down and click on Panel Feedback.

Figure 56: IXM WEB - Panel Feedback
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STEP 4

By default, Panel Feedback is turned OFF. Toggle the Panel Feedback switch on the top right-
hand side to the ON position, and then enable LED Control by the panel and set the LED Mode to
One LED.

Panel Feedback

LED Mode Timeout (msec)

LED Control By Panel | One LED | 3000

LED Driving Mode Pulse Processing Time (msec)

71 Enable Pulse Processing | Low | | 500

Status Event On Time (msec) off Time (msec)
O Authentication Success 100 100
Authentication Fail
Retrieve PIN
Door Open
Door Close
Restart Device

Release Alarm

B APPLY

Figure 57: IXM WEB - Configuring Panel Feedback in IXM WEB

STEP 5
Click Apply.

@ Ponol Feodback

Panel Feedback configuration saved

Figure 58: IXM WEB - Save Panel Feedback
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Configuring Thermal Settings

Note: Confirm if your device is capable of temperature screening first.
Procedure
STEP 1

Click the Devices tab - Select Device - Select Thermal Settings = Thermal Authentication
Settings to view default settings.

' TITANEK | = Online # Edit

336 Face Recognition, Fingerprint Enterprise Access Ethernet

< Thermal Settings )|

©  Thermal Authentication Settings ~

DEVICE CONFIGURATION

Celsius @ Fahrenheit

1004 High Strict
Capture Image on EBT Duress Status B show Temperature on LCD
Thermal on VoIP Ca E temperature Logging Send Wiegand

VISITOR SCREENING

Enable Visitor Screcning

MESSAGES

Sccond Trial on EBT

o

High Temperature

Figure 59: IXM WEB - Thermal Settings

STEP 2

The list of settings along with their functions are:

e Temperature Unit: IXM WEB supports Celsius and Fahrenheit temperature units. By
default, the selected choice will be Fahrenheit.
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Threshold Temperature: Users can set a threshold temperature. Elevated Body
Temperature (EBT) workflows will trigger when any user’stemperature is above the
threshold value. The default threshold temperature is 100.4 degrees Fahrenheit.

Sensitivity: Users can set Thermal Sensitivity to low or high.

Authentication Mode: Users will have two options for the mode of authentication, Soft
orStrict. This mode of authentication is used to control the access of the user if a fever is
detected. The default mode of authentication is Strict.

o Soft: Access will be granted to the end-user even after a fever is detected.
o Strict: Access will be denied if the fever is detected.

Send Wiegand: This setting will be visible only if the user selects the “Strict” Authentication
Mode. Enabling this setting will generate Wiegand whenever “High Face Temperature” is
detected in the authentication process.

Capture Image on EBT: Enable this setting to capture the image of the user if EBT is
detected. By default, this setting will remain disabled. The same image will be used for
sending email notifications from IXM WEB.

Duress Status: Enabling this setting will allow access to the user even after detecting EBT
if the user authenticates using their pre-programmed duress finger. The default setting is
disabled.

Show Temperature on LCD: By enabling this setting, TITAN will display the screened
temperature upon authentication. By default, this setting is disabled.

Display Message on EBT: Users can set a message to display after detecting EBT. Users
can set a message up to a maximum of 50 characters.

EBT Display Message Time (sec): Users can configure the length of time that the EBT
message stays on the screen. The default time is 3 seconds.

Second Trial on EBT: Enabling this setting gives users a notification to retry after EBT
detection. If this setting is enabled, the Display Message for Second Trial, Second Trial Wait
Time after EBT (mins), and Display Message Time After Second Trial (sec) fields will be
visible.

Display Message for Second Trial: Users can set a message to display after the second
trial if EBT is detected. This message can be a maximum of 50 characters.
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e Second Trial Display Message Time (sec): Users can configure the length of time that the
second trial message stays on the screen. The default time is 3 seconds.

e Enable Visitor Screening: Enable this setting to start screening temperatures for visitors.
By default, this field stays disabled.

e Visitor Screening Message: Users can set a message that will be displayed when a visitor
is showing their face. A maximum of 50 characters is allowed.

e Visitor Screening Message on EBT: Users can set a message that will be displayed when
a visitor has an EBT. Maximum 50 characters allowed.

o Visitor Message Display Time (sec): Users can configure the length of time that the visitor
screening message stays on the screen. The default time is 3 seconds.

e Thermal on VoIP Call: Enable this setting to start screening temperatures for a user when a
VolIP call is going on. By default, this field stays disabled.

e Temperature Logging: This setting keeps logsof detected temperature in the Transaction
Log. By default, this field stays enabled. Users can disable this feature using IXM WEB only.
Enable/Disable this setting is not available on the LCD.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

@ Thermal Authentication Settings

Thermal Authentication settings saved

Figure 60: IXM WEB - Save Thermal Settings
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Thermal Calibration
Procedure
STEP 1

Click the Devices tab > Select Device - Select Thermal Settings - Thermal Calibration to
view default settings.

. NDeskES2 = Online & Edit
6 3892 Face Recognition, Fingerprint Enterprise Access Ethernet
Thermal Settings
e Thermal Authentication Settings -
Thermal Calibration ~
Manual -
THERMAL OPTICAL
a - - a
o - o hd hd Q v
APPLY B CAPTURE THERMAL DATA

Figure 61: IXM WEB - Thermal Calibration Settings

STEP 2

The settings along with their functions are:

e Thermal Calibration Type:

o Manual
o Face
o Black Body

Invixium supports only Manual Thermal Calibration and does not recommend the user to select
any other option.

o Offset X (Thermal Section): Users can set the value for the offset X coordinate of the TIR
camera.

o Offset Y (Thermal Section): Users can set the value for the offset Y coordinate of the TIR
camera.
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e Offset X (Optical Section): Users can set the value for the offset X coordinate of the
TITAN camera.

o Offset Y (Optical Section): Users can set the value for the offset Y coordinate of the
TITAN camera.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

o Thermal Calibration

Thermal Calibration settings saved

Figure 62: IXM WEB - Save Thermal Calibration Settings

To provide Thermal Data to the Invixium Technical Services team using IXM WEB, the user needs
to click Capture Thermal Data. It will open the popup window and ask the user to show their face
3 times.

Show Face to Device

Figure 63: IXM WEB - Capture Thermal Data
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STEP 4

Once the face is captured 3 times, it will ask the user to save the “.zip” file.

€ Save s *
' « “ 4 == * This.. » New Volume (D) o ] O Search Mew Volume (D¢)
Organize » New folder == - o
A v E This PC " MNarme Date maodified Type ™
) 3D Objects Adani 08-05-2019 12:44 PM File f
thel 5 [ Desktop FWU_Files 23-03-202001:06PM  Filef
. i 29-10-2012 02:25 P i
| Documents Invizium 29-10-2018 03:25 PM File f
IXMRepo-Software 26-04-2019 04:35 PM File f
The ; Downloads B A )
IXMWeb_Certificates 06-09-2018 12:18 PM File f
| $ Music office party pics 07-08-2019 11:25 AM File f
=] Pictures 0A Waork 01-04-2020 03:14 PM File f
Manudl .
m Videos Sapan 01-06-2020 07:52 PM File f
= Local Disk (C2) Sapan - Desktop D Drive Folder 08-04-2019 (4:20 PM File f
'HERMA | Sanan - Neckton Nownlnads Falder NE-NA-7019 17:57 PM File f ¥
¥ o Mew Volume (D ol = >
t
- File name: || ThermalCapture_b3d587d06b_20200703170606.zip | -
Save as typer | WinRAR ZIP archive (*.zip) -
APP
~ Hide Folders Cancel

Figure 64: IXM WEB - Save Captured Thermal Data

STEP 5

Click Save to store the zip file, then send this file to support@invixium.com. Invixium’s Technical
Services team will process this file and respond to the user with calibrated values for “X” & “Y”
coordinates for the TIR camera and TITAN’s camera.

Note: TITAN and the Enhancement kit are factory calibrated when purchased as bundle kit. If
thermal offset and optical offset values are 0, then it will capture thermal data.
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Test Calibration Options

To test Thermal Calibration click Test Calibration.

@ Test Calibration

98.1°F

% Close

Figure 65: IXM WEB - Test Thermal Calibration

Note: Square box position should be in the center and cover the tear duct area (Eye Inner
Canthus).
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Change Temperature Unit Settings

STEP 1

To change the Temperature Unit from Celcius to Fahrenheit and vice-versa, click Tools >
Options > Manage Preferences.

EMPLOYEE

Enabled ixmweb ixm.device
BIOMETRIC CAPTURE DEVICE

DELETE APPLICATION LOGS

Disabled 30

TEMPLATE CONVERSION

VISITOR DETAILS
| D Disabled 365 Initials v

TEMPERATURE UNIT

Celsius

Figure 66: IXM WEB - Option to change Temperature unit.
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STEP 2
Click Save.

Note: The Temperature Test failure event in OnGuard Alarm Monitoring will show the Temperature
Value as per the Temperature Unit selection.

£+ Manage Preferences

[ 14UV

DELETE APPLICATION LOGS

Delete Logs older than (Dc:ys)

D Auto-Delete
’ 30

TEMPLATE CONVERSION

Primary Device For Conversion

On The Fly Conversion ’ Select Device

VISITOR DETAILS

Delete Visitor Data After

[] Auto-Delete ‘ 265

ID Prefix Type ID Prefix Value

Initials v ‘ ’ \

TEMPERATURE UNIT

Temperature Unit
@) celsius () Fahrenheit

Save %X Cancel

Figure 67: IXM WEB - Save Temperature Unit Setting
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Configuring Mask Authentication Settings

STEP 1

Click the Devices tab - Select Device - Select General Settings - Mask Authentication
Settings to view default settings.

Device ID:0

4an

TS TITAN THERMAL FV
[ )
6 Transactions

Overview Employces Communication

(37 Video Surveillance
& Mask Authentication Scttings

CONFIGURATION

Authentication Mode

| Strict

Authentication types
Face Recognition, Finger Vein

[[] buress status

Missing Mask Warning Message

= Online | ¢ Edit

Device CU'.GQO!V Comm Mode
Enterprisc Access Ethernet

Notification  Security Access Control  General Settings  Time & Attendonce  Smart Card — Thermal Settings

v

[] capture Image if Mask Missing Log Mask Detection Data [[] send wiegand

Missing Mask Messoge Timeout (sec)

Mask Not Detected

3

FULL FACE AUTHENTICATION

[[] Enable Full Face Identification

VISITOR SCREENING
[[] Enable Visitor Screening

APPLY < RESET

Figure 68: IXM WEB - Mask Authentication Settings
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STEP 2

The list of settings is:

e Authentication Mode: There are two options for the mode of authentication used to
control the access workflow if a mask is not detected. The default mode of authentication is
strict.

o Soft: Access will be granted to the user even if a mask is not detected.

o Strict: Access will be denied if a mask is not detected.

e Duress Status: Enabling this setting would allow access to the user if a mask is not
detected if the user authenticates using their pre-programmed duress finger. The default
setting is disabled.

e Capture Image if Mask Missing: Enable this setting to capture an image of the user if a
mask is not detected. By default, this setting is disabled. The same image will be used for
sending email notifications from IXM WEB.

e |Log Mask Detection Data: This setting tracks mask detection in the transaction log. By
default, this setting is enabled. You can disable this feature using IXM WEB only, not on
the device’s LCD.

e Send Wiegand: This setting will be visible only in “Strict” authentication mode. Enabling
this setting will generate Wiegand whenever a mask is not detected in the authentication
process.

e Missing Mask Warning Message: Set a message to display after a mask is not detected.
The message can be up to 50 characters.

e Missing Mask Warning Message Timeout (sec): Configure the length of time that the
mask is not detected message stays on the screen. The default time is 3 seconds.

e Enable Full Face Identification: Invixium Periocular algorithms can achieve accurate
identification using only the eye and eyebrow regions of the face. Full face identification is
used to get more accuracy in authentication and capture a user’s face without a mask in
the image log. By default, this setting is disabled.

e Remove Mask Display Message: Set a message to display after a mask is detected when
Full Face Identification is enabled. Messages can be up to 50 characters.
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e Remove Mask Display Message Time (sec): Configure the length of time that the mask is
detected message stays on the screen. The default time is 3 seconds.

e Enable Visitor Screening: Enable this setting to start screening visitors for masks. By
default, this field is disabled.

e Visitor Screening Message: Set a message that will be displayed when a visitor is
showing their face. Messages can be up to 50 characters.

e Visitor Mask Missing Warning Message: Set a message that will be displayed when a
visitor is screened without a mask. Messages can be up to 50 characters.

e Visitor Message Display Time(sec): Configure the length of time that the visitor screening
message stays on the screen. The default time is 3 seconds.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

@ Mask Authentication Settings

Mask Authentication settings saved

Figure 69: IXM WEB - Save Mask Settings
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Pre-Configuration for Enroliment

Procedure

STEP 1

From the Left Navigation Pane - Link - click the red OnGuard (Lenel-S2) icon > Click
Download Add-on

<Internal>

ACTIVITIES

Added
Updated

Deleted

PIN Custom Field Name
onGuardrin
0
0
0

SA

No

Added to IXM WEB
Updated in IXM WEB

Deleted in IXM WEB

& Download Add-on | B2 Sync Now

uto Transfer

Reset

v Select value

Last run at 30 Dec, 2021616 PM

Next run at 30 Dec, 2021817 PM

Figure 70: IXM WEB - Download Enrollment Add-On

OnGuard Add-On.zip file will be downloaded at the default download location (i.e.,
C:\Users\Downloads)

™ * » ThisPC » Local Disk (C:) » Users » epandya » Downloads

# Quick access
[ Desktop

‘ Downloads
Documents

STEP 2

Name

» Today (1)
"l ¢ OnGuard Add-On

#  Yesterday (5)

Date mUd\fI;d

30-12-2021 1821

Type Size

Compressed (zipp... 363 KB

Figure 71: IXM WEB - Download Add-On Zip File

Extract the OnGuard Add-On.
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STEP 3

Click on the extracted OnGuard Add-On folder = Copy the path of the Enroliment.exe file.

|:||| » ThisPC » Local Disk (C:) » Users » epandya » Downloads » OnGuard Add-On

~

MName Date modified Type

I.; Enrollment 30-12-2021 18:28 Application

=5 Enrollment.exe 30-12-2021 18:28 XML Cenfiguration File
@ MNewtonsoft.Json.dll 30-12-2021 18:28 Application extension
@ StarRatingControl.dll 30-12-2021 18:28 Application extension

Figure 72: IXM WEB - OnGuard Add-On Enrollment.exe

STEP 4

Open System Administration = Click Administration - Workstations.

Cardholders...
Visits...
Azzetr...

Card Formats...
Badge Types...

Directories...

Users...

Workstations...

Systern Options..

Cardholder Options...

FIPS 201 Credentials...
Segments...

List Builder...

DataCondulT Message Queues...
Text Library...

Figure 73: OnGuard - Workstation
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STEP 5

Click Modify for the existing Workstation.

Workstations  Encoders/Scanners

Workstation Name: | IXM-QAD4
[XM-0ADS

Activity Prirter  CCTV Cortroller  Video Capture Device

[ Has device

Baud rate:
Byte size:

Parity:

Delete | | Help... | 1 of 1 zelected

= Workstations

Figure 74: OnGuard - Modify Workstation
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STEP 6

Click Partner Connector.

Workstations  Encoders/Scanners

Workstation Name: IXM-QAD4

Activity Printer  CCTV Controller '\MenthmDeﬂioe

Button Display Label:

Application Path:

<

Application Parameters:

|| Cancel | | Clear || Help... | Modify Mode

= Workstations

Figure 75: OnGuard - Partner Connector
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STEP 7

Enter the Following Details:

e Button Display Label: Define the enrollment addon button name.

e Application Path: Paste the file path of Enrollment.exe.

e Application Parameters: Click on the dropdown = Find ‘EMP.ID’ in the list and select >
Click on Add UDF button.

E Workstations

Badge ID

Workstations  Encoders/Scanners

Werkstation
[XM-0AM

Cancel Clear

Help...

Badge Last Changed
Badge Type
Birth Diate
Building
Mame: |Cardholder ID
Ci

ity
Deactivate Date
Activit| Depatment
Division
Buittd E_mai

_pl First Mame

|| Floor

lssue Code

IXMPIN

L—Last Name

AppliLast Printsd

—| Location

Middle Name

Office Phane

Person Record Last Changed
Phone

Prints

State

Title

Use Limit

—Zip Code

e —
ﬂp ension

]

|'uice Partner Connector

Browse ..

exg

EMP.ID

<

Add UDF |

Modify Mode

Close

E ‘Workstations

Figure 76: OnGuard - Add UDF
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STEP 8
Click OK.

Workstations  Encoders/Scanners

Waorkstation Name: IXM-QAD

Activity Printer  CCTV Controller  Video Capture Device  Partner Connector
Button Display Label:
|Enrol
Application Path:

C:\Users\Downloads\OnGuard Add-On*Enroliment exe

<

Application Parameters:
HEMP.ID}Y

v|[ asduor

| Cancel | | Clear || Help... | Modify Mode

= Workstations

Figure 77: OnGuard - Add Partner Connector
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RESULT

Once the configuration is saved the ‘Enroll’ button will be displayed on the cardholder window.

Cardholder [§=] Badge [ Access Levels [Z] Authorized Credential BB Intusion User B Device Owner (@) Biometrics B Visits € Direc ~

Last name: First mame: Middle name:
|Doe | |J0hn | |

Cardholder ID: Badge type:
| |Emp|o_l,lee Badage

Address:

Title:

City: Department:

|S tate: | |Zip coda: |Divisi0n:

Phone: Blirth date: Location:

E-mail: Building: Floor:

o]

Recaord last changed: Office phone: Extenzion:
|12.-"31 £2021 10:22:23 AM

Enrall

Figure 78: OnGuard - Enroll Button
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14. Enroliment from LenelS2 System Administration

When you launch the enroliment application for the first time, it will ask for your API user
credentials to perform enrollment.

Procedure

STEP 1

Add a new cardholder or select an existing cardholder and click on the ‘Enroll’ button.

€2 Cardholders

[o ] 5]

€ Cardholder E= Badge [0 Accesslevel: [EE) Authorized Credential BB Intusion User [0 Device Qwner (@) Biometics %% Visitz €7 Diecto "

Last name: First name: Middle name:
Dioe John
Lardholder 1L Badge twpe
Emplayes Badge
Address: .
Title:
City: Department:
State: Zip code: Diiwizian:
Phaone: Birth date: Location:
E -mail: Building: Floor:
Fecord last changed: Office phone: Extenzion:
1243122021 10:22:23 &M
Search Add I odify Delete Frint Encode

Errall

<
E Cardholders

Figure 79: OnGuard - Click Enroll
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STEP 2

‘Server Configuration’ window will appear = Enter the following details:

e IXM WEB API: IXM WEB server URL.

If the IP address of the IXM WEB server is 192.168.1.100, then specify the Server

URL as the following:

http://192.168.1.100:9108/IXMAPI/1.0

e Username: Username of IXM WEB API system user. Refer to Creating API System

User for API user creation in IXM WEB.
e Password: Password of IXM WEB API system user.

Click OK.

Server Configuration

[%M Web API* |I‘rl‘tp:ff'|5'2.1ﬁﬂ.'l.11]'I]':EI'1DEEIXMAF‘II1 0

|ser Name* |EI‘|I‘D|| | [ Please set user name to connect [XM Web AP
Passwaord * | """"" | [ Please set password to connect XM Web API
Language | e |

Figure 80: OnGuard - Enroliment Add-on Configuration
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Biometric Enrollment from the OnGuard Enrollment Add-On

STEP 1

Click ‘Open Capture’ - Select Fingerprint = Select Invixium device from Device dropdown
(Device dropdown will display all fingerprint-supported Invixium devices present in IXM WEB).

Follow the Invixium Enrollment guidelines for proper enroliment of faces, fingerprints, and finger

veins.
% Enrollment - John Doe
Last Name First Name:
Doe John
Access Rules
Device:
IXM Titan ~ () Finger Vein

Little: Ring Middle Index Thumb

Left

Biometric
Quaiity

Image
Quality
Duress

finger

Face

Biometric Guality

Capture Face Type

Titan Touch?

Right

Biometric
Quality

Image
Qusiity

Duress.
finger

Thumb

X

Configuration

Index Middle Ring Little

Write On SmartCard

Figure 81: OnGuard — Fingerprint Device Selection
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STEP 2

Click on the rectangle box drawn under name of the finger for Fingerprint enrollment.

% Enroliment - John Doe X

Last Name: First Name: Configuration
|Doe ‘ |John

OpenCapture  Access Rules

Device:
‘Im'l‘tm v‘ @) Fingeprint () Finger Vein

Ring Middle Index Middle

Click to Edroll Finger i

Biometric Quality

Face Type

[ Ttan [ | Touch2

Figure 82: OnGuard - Fingerprint Enrollment
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STEP 3

Click on ‘Capture’ for face enrollment.

% Enrollment - John Doe X

Last Name: First Name: Configuration
|Doe | |John

OpenCapture  Access Rules

Device:
|I)¢MTi.m v| (® Fingeprnt () Finger Vein

Fingers
Ring Middle Index Middle

Biometric Quality

Capture Face Type

Click to Enroll Face
[ Touchz

Figure 83: OnGuard - Face Enrollment
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STEP 4

Select Finger Vein - Select the Invixium device from Device Dropdown (Device dropdown will

display all finger vein s

& Enrollment - John Doe

upported Invixium devices present in IXM WEB).

X
Last Name: First Name: Configuration
Doe John
OpenCapture  Access Rules
Device
| v| (O) Fingemprnt | @) Finger Vein
1M Titan F\/ |
T Ring Middle Index Thumb Thumb Index Middle Ring Little
Left Right
Biometric Biometric
Quality Quaiity
Image Image
Quality Quality
Duress. Duress.
finger finger
Face
Biometric Qualty
Capture Face Type
Titan Touch2
Write On SmartCard

Figure 84: OnGuard — Finger Vein Device Selection
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STEP 5

Click on the rectangle box drawn under name of the finger for Finger Vein enroliment.

% Enroliment - John Doe X

Last Name: First Name: Configuration
|Doe | |John

OpenCapture  Access Rules

Device:
1XM Tian FV v O Fingerprint @ Finger Vein

Fingers

Ring Middle Index Middle

[ Click to Efroll Finger

|

Biometric Quality

Face Type

] Titan [ | Touch2

Figure 85: OnGuard — Finger Vein Enrollment
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STEP 6

Click on OK to save enroliment.

% Enrollment - John Doe

Last Name:
|Dn!

OpenCapture  Access Rules
Device:
| TITAN Ertrance
Fingers

Figure 86: OnGuard — IXM WEB Save Enroliment
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Access Rules Configuration from the OnGuard Enroliment Add-On

STEP1

Click on ‘Access Rules’ - Select ‘Access Rules’ and ‘Security Settings’ of your choice.

STEP 2

Select ‘Health Access Rule’ - Select settings according to your requirements.

@ Note: Thermal Screening is only available if a TITAN + Enhancement Kit is installed.

Enable Mask Detection: Enable this field to allow the device to perform mask detection.

¢ Mask Detection Rule: Users can choose one of the following options to select which action
occurs when the Mask Detection Rule triggers:

o Use Device Rule
o Allow on Fail

o Deny on Fail

Enable Thermal Screening: Enable this field to start Thermal Screening during Authentication.

e Thermal Screening Rule: Users can choose one of the following options to select which
action occurs when the Thermal Screening Rule triggers:

o Use Device Rule
o Allow on Fall

o Deny on Fail

Attestation Questions: Enable this field to allow the device to perform Attestation
Questionaries during Authentication.

e Attestation Questions Rule: Users can choose one of the following options to select which
action occurs when the Attestation Questions Rule triggers:

o Use Device Rule
o Allow on Fall

o Deny on Fail
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STEP 3

Click on OK to save User Access Rules settings.

% Enrollment - John Doe

Last Name:

First Mame:

‘ Doe

|John

1:N Face Security

[ Medium

Health Access Rule
] Enable Mask Detection

Mask Detection Rule

[] Enable Themal Screening

Themal Screening Rule

x

Configuration

|Use Device Rule

|Use Device Rule

[ vital Signs

Vital Signs Rule

[ Attestation Questions

Atestation Questions Rule

|Use Device Rule

|Use Device Rule

Figure 87: OnGuard — IXM WEB Save Access Rules Settings
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Save User Records on Cards from the OnGuard Enroliment Add-On
STEP 1

Open the ‘Enrollment’ add-on - Perform enrollment as per requirement - Click on ‘Write on
SmartCard’ button.

% Enrollment - lohn Doe

Last Name.
|Doe

Health Access Rule

[A Enable Mask Detection

Mask Detection Ruie
| Use Device Rule

[ Vital Signs.

Vital Signs Rule
| Use Device Rule

Figure 88: OnGuard - IXM WEB Save User Record on Card

RESULT

The following message will be displayed when the user record is successfully saved on the card.

Enrollment

o Employee Record saved on Smart Card

Figure 89: OnGuard — IXM WEB User Record Saved on Card
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15. Enrollment Best Practices

Fingerprint Enrollment Best Practices
= |nvixium recommends using the index, middle, and ring fingers for enrollment.
= Make sure your finger is flat and centered on the sensor scanning area.
= The finger should not be at an angle and should be straight when placed on the sensor.
= Ensure that the finger is not too dry or too wet. Moisten your finger during enroliment if
needed.

Avoid Poor Fingerprint Conditions
= Wet Finger: Wipe excessive moisture from the finger before placement.
= Dry Finger: Use moisturizer or blow warm breath over the finger before placement.
= Stained Finger: Wipe stains off from finger before placement.

Enrollment Best Practices

x Incorrect x Correct

D Pressure S5 .
& )

~

Too Low Too High

Position

TR
oo ][4

Condition

. TR

T~

Preferred Fingers Dry Wet

(]
&

Figure 90: Fingerprint Enrollment Best Practices
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Fingerprint Image Samples

Fingerprint Sample Result Recommendation

Always try and get a
good fingerprint like this
for a good enrollment
score

Good Fingerprint

Invixium recommends

o using
Fingerprint with cuts _ _
Card + Biometrics or

Card + PIN

Moisten finger and re-

Dry finger enroll for better results

Rub finger on clean
Wet/Sweaty finger cotton cloth and re-enroll
for better results

Figure 91: Fingerprint Images Samples
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Fingerprint Imaging Do's and Don'ts

Do's:
= Capture the index finger first for the best quality image. If it becomes necessary to capture
alternate fingers, use the middle or ring fingers next. Avoid pinkies and thumbs because they
generally do not provide a high-quality image.
= Ensure that the finger is flat and centered on the fingerprint scanner area.
= Re-enroll a light fingerprint. If the finger is too dry, moistening the finger will improve the
image.

= Re-enroll a finger that has rolled left or right and provided a partial finger capture.

Remember to:
= |dentify your fingerprint pattern.
= Locate the core.
= Position the core in the center of the fingerprint scanner.

= Capture an acceptable quality image.

Don'ts:

= Don't accept a bad image that can be improved. This is especially critical during the
enrollment process.

= Don't assume your fingerprint is placed correctly.
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Finger Vein Enrollment Best Practices
= |nvixium recommends using the index and middle fingers for enrollment.
= Make sure your fingertip is resting on the finger guide at the back of the sensor cavity.
= The finger should be completely straight for the best finger vein scan.

= Ensure that the finger is not turned or rotated in any direction.

Preferred Fingers x ncorect %C{ln‘ett
. pr | J o ¥ g A
. F | _
\ / 2 7
‘ g
r [t
L
| [

Figure 92: Finger Vein Enroliment Best Practices
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Face Enrollment Best Practices
= |nvixium recommends standing at 2 to 3 feet from the device when enrolling a face.

= Make sure your entire face is within the frame corners, which will turn green upon correct

positioning.
= Look straight at the camera when enrolling your face. Avoid looking in other directions or

turning your head during enrollment.

x Incorrect gfz Correct

<2 feet 4 > 3 feet 2‘ 2-3 feet

—

120 cms/
48 inches
120 cms/
48 inches
120 cms/
48 inches

Figure 93: Face Enrollment Best Practices
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16. Send Logical Events to OnGuard

The following settings are needed in System Administration to receive logical events for two events
from IXM WEB.

1. Temperature
2. Mask

Procedure

STEP 1

In System Administration Click Additional Hardware - Select Logical Sources.

Eire Panels...

Intercom Devices...

Personal Safety Devices...
Receivers...

Intrusion Detection Devices...
Crestron PLC...

POS Devices...

SMNMP Managers...

Legical Sources...

QOPC Connections...

Figure 94: OnGuard - Add New Logical Source
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STEP 2

Click on Add button.

Name:

| [] Online

World time zone:

[ Daylight savings

- - [ butiple 5 election 0of 0 selected

B+ Logical Sources

Figure 95: OnGuard — Logical Source
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STEP 3

Enter the following details:

¢ Name: Define the name of ‘Logical Source’.

e World TimeZone: Select timezone from the ‘World time zone’ dropdown.

B | ngical Sources

[o ] B )

Logical Sources | ogical Devices  Logical Sub-Devices

Mame

-

Cancel

Clear

Help...

Name:

|OnGuard LogicalSource |

Wodd .

Online

—

{GMT+05:30) Chennai, Kolkata, Mumbai, New Delhi

:0U) Caucasus Standard Time
(GMT+04:30) Kabul
(GMT+06:00) Ekaterinburg
(GMT+05:00) Tashkent
(GMT+05:00) Islamabad, Karachi
GMT+05:20) Sr Jayawardenepura
(GMT-05:30) Chennai, Kolkata, Mumbai, New Delhi

(GMT+05:45) Kathmandu
(GMT+07:00) Novosibirsk
(GMT+06:00) Colombo

(GMT+06:00) Astana

(GMT-+06:00) Dhaka

(GMT+06:30) Yangon {Rangoon)
(GMT+08:00) Krasnoyarsk
(GMT+07:00) Bangkok, Hanoi, Jakarta
(GMT+08:00) Beijing, Chongging, Hong Kong, Urumai
(GMT+08:00) Kuala Lumpur, Singapore
(GMT+08:00) Taipei

(GMT+08:00) Perth

(GMT+09:00) Ihcutsk

(GMT+08:00) Uaanbaatar
(GMT+09:00) Osaka, Sapporo, Tokyo
(GMT+10:00) Yakutsk

(GMT+09:00) Seoul

1
Logical Sources

(GMT+09:30) Adelaide
(GMT+09:30) Darwin

Figure 96: OnGuard - Add New Logical Source
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STEP 4
Click OK.

Name:

|DnGua'd LogicalSource

World time zone:
| (GMT=05:30) Chennai, Kolkata, Mumbai, New Delhi

[ Daylight savings

| Cancel | | Clear || Help... | Add Mode

B+ Logical Sources

Figure 97: OnGuard - Save Logical Source
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STEP 5

Select the Monitor Zone of your choice - Click OK.

Meonitor Zone Assignments =

Fleaze zelect ronitor zonelz]: Allovs Multiple Selections [

Monitor Zone I Ok I
W Default Zane

| Cancel |

1 Selection|z]

Figure 98: OnGuard - Logical Source Monitor Zone

Created ‘Logical Source’ will be displayed as shown below.

i [ p—
Ll o

8% OnGuard LogicalSource ‘OnGuard LogicalSource ‘ ] Oniine

Name:

World time zone:

["] Daylight savings

| Add | | Modiy | | Delete | | Help. | []Mulinle Selecion 1 0f 1 selected

Figure 99: OnGuard - Logical Sources List
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STEP 6
Click on the ‘Logical Device’ tab > Add.

- - [ Multiple Selection 0 of 0 selected

Figure 100: OnGuard - Logical Device

P/N XAD-TPI-003-05G



INVIXIUM

STEP 7
Enter the following details:

¢ Name: Define the name of ‘Logical Device’ for which you want logical events.

Note: The name of ‘Logical Device’ should be the same as the name of the Invixium device for
which you want logical events in OnGuard.

e Logical Source: Select ‘Logical Source’ from the dropdown.

B Logical Seurces E@

Logical Sources  Logical Devices | ogical Sub-Devices

-

Device Lot :
|IXM Titan

Logical Source:

OnGuard LogicalSource

Cancel Clear Help... Add Mode Close

B+ |ogical Sources |

Figure 101: OnGuard - Logical Device Configuration
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STEP 8
Click OK.

Cancel | | Clear || Help... | Add Mode

B Logical Sources

Figure 102: OnGuard - Save Logical Device
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The created ‘Logical Device’ will be displayed as shown below.

B | ogical Sources EI@

Logical Sources| Logical Devices gical Sub-Devices

~
Dlevice Log Name:

FL XM Titan On| |I%M Titan

Logical Source:

OnGuard Logical Source

Add Modify Delete Help... [ Multiple Selection 1 of 1 zelected Cloze

B Logical Sources |

Figure 103: OnGuard - Logical Devices List

STEP 9

When mask and thermal violations are observed during authentication on the Invixium device,
EBT and mask events will be picked up from EBTEventDetails and sent to OnGuard.

STEP 10
To view these events open Alarm Monitoring.

A Alarm Monitoring - System Account - [Default Zone Trace Monitor]

@ File Edit Wiew Trace Configure Control Options Window Help

Alarm Description Time/Date Controller Device IﬂElutr’Output Card Priority  Text
Q) Access Denied, Screening Failed 16:52 18-03-2021 1XM Controller TITAN Entrance Mone (89876) 130 Yes
O Access Denied, Screening Failed 18:11 18-03-2021 1%M Controller TITAN Entrance MNone 787! 150

@ /\ccex< Denied, Screening Failed 18:12 18-03-2021 1XM Controller TITAN Entrance

Figure 104: OnGuard - Mask and Thermal Events
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STEP 11

To view the details of any event, select that event - Right Click > Click View Associated Text.

Input/Output
None

Fast/Group Acknowledge
Delete

TITAN Entrance

Trace

Badge Information
Asset [nformation
Video Verification
View Map

View Device Notes (none)

Lock Event

Unlock Event

Assign RAW Card Data to...

Launch Video
Launch Recorded Video

Use Browser-based VideoViewer

Send Video To...

Receiver Account Information
Account Group Information
Alarm Details

View Associated Text...

Allow 1 Free APB Pass

Reset Use Limit...

Figure 105: OnGuard - View Associated Text

The following screen will be displayed when you click on ‘View Associated Text’.

Associated Text

Access Denied, Sceening Failed
Temperahue: 97,60
Mask: Mask Detected

Figure 106: OnGuard - View Associated Text
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17. Configure Custom PIN Fields in OnGuard

The following settings are needed in System Administration to synchronize the PIN number of the
badge from OnGuard to IXM WEB.

Note: Invixium and LenelS2 strongly recommend performing a backup before performing this step!

STEP 1
Open ‘Forms Designer’ > Select ‘Cardholder’ > OK.

Open Form

Wizt
Migibar

Cancel

Figure 107: OnGuard - Custom Pin

STEP 2

Once the ‘Cardholder’ window appears - Select the ‘Badge’ tab.

5 FormsDesigner - lenel\System Account it

Carcholder ID.

Badge D

Activate:
e

Badge ID (all) Status. Deactivate: IXMFin

4b Badge D (all) Label [ v [Eesem o] | ]
b Badge ID Label -

< > ‘

Embassed: PIN, Use limit
\ I

[ Use estended strike/held times (] 4PB sxempt [ Destination sxempt

Last changed:

Figure 108: OnGuard - Badge Custom Pin
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STEP 3

Click Insert > Numeric Field - Design Numeric Field at the place where you want on the

‘Badge’ window.

€7 Cacholder =] Badae

Last name:

E» FormsDesigner - lenel\System Account

Objects

Activate Date
Activate Date (all)
ab Activate Date (all) L
ab Activate Date Label
Address

ab Address Label

APBE exempt
Badge ID

Badge ID (all)

ab Badge ID (all) Label
ab Badge ID Label

T

Label

Text Field
Encrypted Text Field
Date Field

MNumeric Field

Drop-down List
Page...

Systemn Object
View-Only Control...

lssue code:

-lenel

S—

Embozzed:

]

|| Use extended stike/held times

Figure 109: OnGuard - Add Numeric Field

First name:

Middle name:

Cardholder ID:

Badas type

Badae ID:

|ssus code: Activate:

| | - [Fhemian 0|

Status:

Deactivate:

(3

ol [Phemenm -]

Embossed:

|| Use extended strike/held times

| Toolkit

PIN:

U limit:

|| APB exempt

Last changed:

|| Destination exempt

Last printed:

|

BadgelD: |
lsuecodes |
boivate: |
Deactivate: |

Figure 110: OnGuard - Design Numeric Field
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STEP 4

Enter ‘Field Name’ = OK.

FldNum866 [FLDMUMSE66] Properties

General Settings  Fonts  Field Settings  Field Styles

Object name: ‘OnGuadPn

Field name: ‘OnGuadPn

Type: ‘ ‘Numeric

e [T

Figure 111: OnGuard - Save Numeric Field
STEP 5

Click Insert - Label - Design Label at the place where you want on the ‘Badge’ window.

E=Y FormsDesigner - lenel\System Account

Label

Objects Text Ficld

Activate Date Encrypted Text Field
Activate Date (all)
ab Activate Date (all) Ly
ab Activate Date Label Numeric Field
Address Drop-down List
ab Address Label

Date Field

APB exempt Page..

Badge ID System Object
Badge ID (all) View-Only Control...
ab Badge ID (all) Label
ab Badge ID Label w
<

Embossed

|| Use extended strike/held times

Figure 112: OnGuard - Add Label
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STEP 6
Enter ‘Text’ > OK.

LBI867 Properties

General Settings  Fonts ~ Label Settings

Cbject name: ||-h'136_l"I

Text: |InvixiumPin]

Assgﬁdﬁeld|
Styles
Align text:

[T No wrap
[ Automatic size

Figure 113: OnGuard - Save Label

Custom PIN Field will be visible on the ‘badge’ window as shown below.

E Cardholder  BZ] Badge

Last name: First name: Middle name:

Cardholder 1D: Badge type:

Badge ID: |ssue code: Activate:

| | | | W zemseoet [

Status: Deaclivate: Ireiium Pir:
| N EIEEE

Embozsed: FIN Use limit:

|| Uze extended stike/held times || APB exempt || Destination exempt

Last changed

| O
Last printed: Activate: l:l

[ Tookit

Figure 114: OnGuard - IXM WEB Custom Pin
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18. Appendix

Pushing Configuration to Multiple Invixium Readers

Procedure
STEP 1

To push these configurations to other Invixium readers, while the configured Invixium device is
selected, click the Broadcast option on the right-hand side.

¥ IXM WEB

: l fcdb40s133 -

Figure 115: IXM WEB - Broadcast Option

STEP 2

Scroll down to the Access Control section and check the Wiegand Output option.

®) &

Select All

Access Control €=

Figure 116: IXM WEB - Wiegand Output Selection in Broadcast

116 P/N XAD-TPI-003-05G



INVIXIUM

STEP 3

Click Broadcast.

®) Broadcast

@ Select Device(s)

[7] select Al

["] Access Control
D Anti-Passback D Door Access Control D Door Open Schedule D Door Strike Power Supply D External Server Feedback
D Fire Alarm D Input/Output D OSDP D Panel Feedback D Wiegand Input

Wiegand Output

[] schedules

[[] Access schedules D Biometric Schedule [[] Holiday schedules

[] security

[ Anti-shock vandal Protect.. [ pevice [ 1P Restriction [] Telnet

[[] smartcard

D Active HF Protocol D Active RF Protocol D CSN Order Type D HID Mobile Access D Key Management

Figure 117: IXM WEB - Broadcast Wiegand Output Settings
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STEP 4

Select the rest of the devices in the popup. Click OK to copy all Wiegand output settings of the
source device to all destination devices.

(®) Broadcast
o Select e @  Device(s)
SELECT DEVICE(S) Type to search
- Davice Group
M - L=
Merge_FP4_132_Wout
v OK

Search

Note:

Figure 118: IXM WEB - Broadcast to Devices

The popup will display devices of the same category only.
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Configuring for OSDP Connection

STEP1

From Home, click the Devices tab. Select the required Device and navigate to Access Control.
Click OSDP.

By default, the OSDP configuration is turned OFF. Enable the OSDP by toggling the switch to ON.

COMMUNICATION SETTINGS

Boud Rate Parity Bit Stop Bit Timeout (msec)

ns200 » | None it v ’ ‘ 500

OENERAL SETTINGS
[ enable Log O Display OSOP Text [J smencard Passthru [ enable Biometric

SECURE CHANNEL

Secure Key Type Securs Kay

AESI28 v ‘ ‘ l HEX Y |

OSDP EVENTS
EVENTS ON COLOR OFF COLOR ON TIME (MSEC) OFF TIME (MSEC) DISPLAY MESSAGE

.
Access Granted \. %ol > |. None b | ‘ ¢ M l ‘ f

Access Danied

‘ @ Creen v | @ None v

Yeliow v None v
Enter PIN ‘ . | ® .

N Blus v None
Dual Authentication ’ L4 ®

Figure 119: IXM WEB - OSDP Settings
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STEP 2
Supply values for the configuration settings below:

The baud rate of the serial communication. The value must

Baud Rate be the same as the Access Control Panel’s value.
Parity Bit The parity bit of the serial communication. The Yalue
must be the same as the Access ControlPanel’s value.
_ The stop bit of the serial communication. The value must be
Stop Bit

the same as the Access Control Panel’s value.

The time duration (500 to 10000 milliseconds) up to which
the Device should keep trying to connect to the Access
Control Panel. The default timeout duration is 300
milliseconds. On timeout, the Device LCD flashes "Access
Denied" message and the “Application Logs” window will
show a failure message.

This logs OSDP events for support and debugging

Enable Log purposes. Invixium recommends disabling this feature
unless needed.

Timeout (msec)

When presenting a smart card, the device passes the

Smartcard Passthru smart card CSN (Card Serial Number) to the Access
Control Panel without taking any other action.
Enable Biometric Enables biometric template verification.
The secure key is provided by your Access Control Panel
Secure Channel most of the time. However, provisions for manual entry can

be added as TEXT or HEX.

The OSDP static events for panel feedback and capture pin

are:

Access Granted

Access Denied

Enter Pin

Dual Authenticaction — It is an access mode which

requires valid access by two authorized cardholders to
Event enter an access zone within a specified time period. This

feature is available only if Multi-User Authentication

feature is enabled and configured. To configure Multi-

User Authentication feature, from Home, click the

Devices tab. Select the required Device and navigate to

General Settings. Click on Multi-User Authentication

section. On enabling this feature, the following actions will

be performed:
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+ The Device will request for the credentials of the
second user after the first user is authenticated
successfully.

« Card numbers for both, the first and the second user
will be transferred to the Access Control Panel.

+  Two events, one for the first user and the other for the
second user will be logged into the Access Control
Panel.

The LED color configuration based on panel events. The
value must be the same as the Access Control Panel’s
value. Options are:

On Color/Off Color + Red
+ Green
+  Yellow
« Blue

Table 5: IXM WEB - OSDP Configuration Options

Note: Mismatches between the unit and Access Control Panel LED configuration would cause
unrecognized events.

Display OSDP Text Enables to display OSDP Text.

Notification on the device’s screen.

If enabled: Displays both the unit hard-coded
notification and the Access Control Panel notification.

Display Message IXM notification - Access Granted or Access Denied.
Access Control Panel notification — Valid or Invalid.

If disable: Displays only the Access Control Panel
notification.

Table 6: IXM WEB - OSDP Text Options

STEP 3

Click Apply to save the settings.

0 OSDP

OSDP settings saved
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Figure 120: IXM WEB - Save OSDP Settings

STEP 4

Open the edit option on the reader and note the Device ID. This will be the address used in the
configuration of the reader in OnGuard.

' TS TITAN FPUS - EKIT @ Online

850 Face Recognition, Fingerprint Lenel OnGuard Ethernet

Overview Y t t " >

Figure 121: IXM WEB - Edit Device
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# Edit Devico

INFORMATION

Name Device ID

TS TITAN FPUS - EKIT o

NETWORK

ETHERNET
IP Address Subnet Mask

Dovice Group Comm Mode

Device Mode

[ litern(s) selected ~ Ethernet

Gateway

me s o [me]  memslmel o] [mlwella

SERIAL
COM Port Baud Rate

Serial Mode

Select v | Select

v | ‘ RS-232 v ‘

WFI
IP Address Subnet Mask

Gateway

[of[oialfe] [oiolalfo]  [olollells

- j I Both v [] 184 Davice

Port

8734

Figure 122: IXM WEB - Edit Device Options

STEP 5

Login to ‘System Administration’ > Click ‘Access Control’ > ‘Readers and Doors’.

=] Autharized O

Title:

Diepartren

Dhivizion:

Location:

Building:

Access Panels...

Beaders and Doors...

Alarm Panels...

Timezones...
Access Levels...

Command Keypad Templates...

Areas.

Groups...

Local I/Q...

Global I/O...

EOL Resistor Configuration...
Destination Assurance...
Selective Cardholder Download...
Elevator Dispatching...

Figure 123: OnGuard - Add OSDP Reader
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STEP 6
Add new ‘Reader’ > Enter mandatory details - Select ‘OSDP Protocol’ as output > Click OK.

General Grouping  Settings  Cortrols  Aux Inputs  Aux Outputs  Anti-Passback  Command Programming  Note

Name: [IxM TITAN Held Open Time:
. S O
Strke Time:

Extended Strke:

0SDP
s IP Port: Baud rate: Address:
Readernumber[0 | 5] [9600  + (S
Primary
ot [ Ol
Strke:
Fostr s -
R
Clciher [1Do Not Activate Strike on REX

R T

[ Autherticated reader
[ Allow User Commands
Ereypted Communations ede: [ (o s Conands

[Cok ]| concel | | clar || Hel. |

Figure 124: OnGuard - OSDP Reader

Note: The Invixium’s reader address should be the same as the OSDP reader address.

STEP 7
Wiegand Input and output also need to be configured to allow OSDP communication to work.
Create the same settings for Wiegand connections as you did previously.

STEP 8
Disable Panel feedback for any OSDP-connected reader to stop multiple access granted

messages from being sent to OnGuard.

Panel Feedback

LED Mode Timeout (msec)

v ‘ ‘ 3000

[] LeD control By Panel Two LED

Figure 125: IXM WEB - Disable Panel Feedback
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Wiring and Termination

Procedure
EARTH GROUND

For protection against ESD, Invixium recommends the use of a ground connection between each
Invixium device to a high-quality earth ground on site.

STEP 1

Connect the green and yellow earth wire from the wired back cover.

STEP 2

Connect the open end of the earth ground wire provided in the install kit box to the building earth
ground.

STEP 3

Screw the lug end of the earth ground.

[ |
Earth Ground |
Wire Lug S

Earth Ground

Wire Lug

Earthing Wire fram ==
Wired Caover (PIN 5) Bullding Earthing

Figure 126: Earth Ground Wiring
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Wiring

Top Connector
1 3 5 7 9 1113 1517 19 21 23 25 27 29

8 10 12 14 16 18 20 22 24 26 28 30

Bottom Connector
1 3 5 7 9 1113 1517 19 21 23 25 27 29

2 4 6 81012 14 16 18 20 22 24 26 28 30

Figure 127: IXM TITAN — Top & Bottom Connector Wiring
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Get Wired Top Connector
Wire Color - Wi Pin(s) Wire Color Wire
— = . . - e ————

Get Wired Bottom Connector

Wire Color Wire Pin(s) Wire Color

USBO_GND

Bl USB1_GND

-~

Figure 128: Power, Wiegand & OSDP Wires
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All Invixium devices support Wiegand and OSDP.

Invixium devices can be integrated with Gallagher Controller on:

1. Wiegand (one-way communication)
2. Wiegand with panel feedback (two-way communication)
3. OSDP (two-way communication)

Wiegand Connection

WDATA OUTO [
WDATA_OUT1

WGND —

Figure 129: IXM TITAN - Wiegand

Please refer to the INGUIDE document provided for each product on Invixium.com under the
Download section of the Products menu.

128 P/N XAD-TPI-003-05G


invixium.com

INVIXIUM

Wiegand Connection with Panel Feedback

Access Control Panel Connections

' ; TITAN
| — AcP
[
| 3
= | 3 WDATA_OUTO A
WDATA_OUT1
WGND
_ V
I
, ACP_LED1
{ ACP_LED_GND )

Top Connector Wiegand <
WDATA_OUTO [N (16)
WDATA_OUT1 (18)

WGND E (20)
Bottom Connector LED . . X

ACP LED] — ACP_LED signals can be used if available on the Access Control Panel.
ACP_LED_GND = (11) IXM devices support up to 2 wires + GND for LED status.

Figure 130: IXM TITAN - Panel Feedback

OSDP Connections

OSDP Connections
|

| R

Top Connecter RS-485

SGND (6) —
RS-485+ (8) NN OSDP wiring requires daisy chain connections between devices and twisted pair.
RS-485- (10) — A termination resistor R (~120 ohms) across RS-485 lines is also recommended.

Figure 131: IXM TITAN - OSDP Connections
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19. Troubleshooting

Reader Offline from the IXM WEB Dashboard

Note: Confirm Communication of IXM WEB server to Invixium reader.
Procedure

STEP 1

From Home, click the Devices tab.

STEP 2

Select any device.

STEP 3

Navigate to the Communication tab.

¥ IXM WEB

4

Dashboord

Figure 132: IXM WEB - Device Communication Settings
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STEP 4

Scroll down and click on IXM WEB Server.

(%) o1ms settings
Ethornet
2 Extornol USE Settings

] DM WEB Server

U

Mtpy//17216.254,40.9108

= Serial

9 usB Auxiliory Port

G vow

Figure 133: IXM WEB - Server URL Setting

Ensure the correct |IP address of the server is listed here. If not, correct and apply.

STEP 5

Enter the IP address of the Invixium server followed by port 9108.

Format: http://IP_IXMServer:9108

P/N XAD-TPI-003-05G



INVIXIUM

STEP 6

Navigate to General Settings and make sure that the URL reflects the same setting.

Gallagher /| IXM WEB

NZ New Zealand

Wiegand  Smart Card Settings  IXM WEB Server  LDAP
2} Home P —

%) Video Survaillance 3} Configuration

URL Cloud Port

http;//17216.254.40:9108 1255

-| Logs

Notification Settings

53 Link
License
¥ Sync

General Settings

Figure 134: IXM WEB - Server URL Setting from General Settings

P/N XAD-TPI-003-05G



INVIXIUM

Elevated Body Temperature Denied Access but Granted Access in OnGuard

Procedure
STEP 1

Ensure that Thermal Authentication is set to none from IXM WEB - Device = Access control
settings = Wiegand Output.

Actuot Cord
P—

Cologher 40 Bts
oo

Gaflogher 40 Bts

Formae

XM B2 bit Devics SIN

Figure 135: IXM WEB - Thermal Authentication Wiegand Output Event

Note: If Thermal Authentication events are configured for any format, it generates Wiegand output
accordingly for a high-temperature event.
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Logs in IXM WEB Application

Device Logs: Device Logs are used for debugging device-related issues.

From Home - Click the Devices Tab on the top - Select the required Device - Navigate to the
General Settings tab for the device - Click on Device Log - Enable Capture Device Logs.

j Device Log

Capture Device Logs

APPLY & DOWNLOAD W DELETE < RESET

Figure 136: IXM WEB - Enable Device Logs

Click Download to initialize the process to download the device log file.

l TSTOUCH2FP2 = oniine # Edit

1691 Fingerprint Enterp Opening Devicelogs.ency X
Communication You have chosen to open: B’
Clock | DevicelLogs.ency v

which is: ency File (1.5 MB)
j Device Log from: http://192.168.1.60:9108 ~

. Capt Devi Li
& Capture Device Logs What should Firefox do with this file?

APPLY & DOWNLOAD M (@ DELETE < RESET (O Open with Browse...

@:Save File
Display Do this automatically for files like this from now on. v
"> IXM WEB Server Verification v
OK Cancel
&2 Multi-User Authentication ~

! Sensor Test

Figure 137: Save Device Log File
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Select Save File and Click OK to store the device log file on your machine.

Transaction Logs (TLogs): Events or activities taking place on the IXM device.

e Transactions Logs can be viewed and exported from IXM WEB.

e Go to Logs in the Left Navigation pane in IXM WEB and click on Transaction Logs. A filter
option is available in Transaction Logs columns.

Application Logs: Applications logs are available for any event, error, or information generated in
IXM WEB.

e Applications Logs can be viewed and exported from IXM WEB.

e Goto Logs in the Left Navigation pane in IXM WEB and click on Application Logs. Filter
option is available in the Application Logs columns.

Logs folder location on IXM WEB Server:

IXM WEB Logs C:\Program Files (x86)\Invixium\IXM WEB\Log
IXM WEB Service C:\Program Files (x86)\Invixium\IXMWebService
Logs

IXM API Logs C:\Program Files (x86)\Invixium\IXMAPI\Log

Table 7: Logs Folder Location
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20. Support

For more information relating to this document, please contact support@invixium.com.

21. Disclaimer and Restrictions

This document and the information described throughout are provided in their present condition
and are delivered without written, expressed, or implied commitments by Invixium. and are subject
to change without notice. The information and technical data herein are strictly prohibited for the
intention of reverse engineering and shall not be disclosed to parties for procurement or
manufacturing.

This document may contain unintentional typos or inaccuracies.

TRADEMARKS

The trademarks specified throughout the document are registered trademarks of Invixium. All third-
party trademarks referenced herein are recognized to be trademarks of their respective holders or
manufacturers.

Copyright © 2023 Invixium. All rights reserved.
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